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Abstract—This paper presents a hardware cryptographic
solution that leverages an InvenSense 6-axis Motion Process-
ing Unit (MPUG6050) sensor and an ESP32 microcontroller
to address the need for secure and efficient communica-
tion in resource-constrained Internet of Things (IoT) devices,
we introduce a hardware-conscious, lightweight AES-128 with
a two-phase (4-bit) S-box and simplified MixColumns over
GF (28), integrated with Elliptic Curve Diffie-Hellman (ECDH)
for forward-secret key establishment, and a dynamic threat-
modeling algorithm that quantifies risk and triggers targeted
mitigations. A reconfigurable architecture physically separates
block-cipher and hash paths, enabling concurrent operations
needed by protocols such as TLS/IPsec. On ESP32, our device
reduces encryption time by up to 42.4% compared to rep-
resentative baselines; it achieves 28.57% at 100 KB and 30%
at S0KB. Energy consumption decreases by 16.7%-28.57%
across payloads, while throughput reaches 435Mbps (about
+3.57% over the strongest comparator at 500 KB). The one-
time ECDH overhead is 8.1 ms/1.14mJ and amortizes to <5%
of total energy for payloads >100 KB. These results, obtained
under rigorous experimental profiling, demonstrate that the
proposed hardware-algorithm co-design delivers a secure, high-
performance, and energy-efficient cryptographic substrate for
diverse IoT deployments, strengthening both confidentiality and
resilience while fitting tight resource budgets.

Index Terms— Embedded security, IoT encryption, micro-
controller, ESP32, scalable security solutions, AES128.

I. INTRODUCTION

HE rapid expansion of the Internet of Things (IoT)
has led to a vast network of interconnected devices
operating under stringent resource constraints such as limited
processing power, memory, and energy availability [1], [2].
Ensuring secure communication in such environments is
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challenging due to the computational overhead associated
with standard cryptographic algorithms [3]. Traditional
software implementations of encryption algorithms like AES-
128 are inefficient on low-power devices, leading to increased
latency and energy consumption [4]. In practice, protocols and
frameworks (e.g., 5G, ZigBee, Wi-Fi, TLS, IPsec) mandate
confidentiality and integrity via block ciphers (DES, AES,
SM4) and hashes (SHA-1/256, SM3); on MCU-class nodes,
software-only stacks often violate latency/energy budgets [5].
The problem addressed here is to deliver standards-compliant
cryptography on resource-constrained IoT devices—with
forward secrecy and quantified security—while meeting tight
time/energy constraints. We propose a hardware-conscious
co-design: an ESP32-based device with an InvenSense
6-axis Motion Processing Unit (MPU6050) sensor, running a
lightweight AES-128 optimized by a two-phase (4-bit) S-box
and simplified MixColumns over the Galois Field of order
28 (GF(2%)), combined with Elliptic Curve Diffie—Hellman
(ECDH) for session-key establishment and forward secrecy.
To support regional standards and integrity checks without
bottlenecks, the reconfigurable architecture physically
separates block-cipher and hash datapaths (AES/DES/SM4
and SHA-1/SHA-256/SM3), enabling concurrent operation
suitable for TLS/IPsec; composite-field S-box reuse and
shared register files reduce memory and logic complexity. Key
outcomes are: (i) a lightweight AES-128 tailored to ESP32
that reduces encryption time by up to 42.4% and lowers energy
by 16.7%-28.57%; (ii) reconfigurable, separated cipher/hash
paths that enable concurrency for TLS/IPsec and multi-
standard support; (iii) ECDH with a one-time 8.1 ms/1.14mJ
overhead amortizing to below 5% for payloads over 100 KB;
(iv) a dynamic threat-modeling algorithm that quantifies
and mitigates risks across physical, side-channel, software,
protocol, and network vectors; and (v) overall throughput
reaching 435 Mbps on ESP32, aligning with real-time IoT
demands.

The paper first states contributions and context, details the
embedded device architecture and lightweight AES method-
ology, describes the experimental setup, presents performance
results (time, energy, throughput) together with ECDH amorti-
zation, and finally analyzes security via the threat model before
concluding with application-facing takeaways. This roadmap
allows the Introduction to lead the reader through the main
ideas and benefits that we quantify in later sections.
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TABLE I

DEVICE-LEVEL EMBEDDED-CRYPTOGRAPHY WORKS

Schemes Primitive(s) Reconfigurable (DES/SM4 + Hash) Throughput Class Energy/Power Focus SCA/Fault Focus KEX/Protocol Notes

Zhang et al. [6] AES/DES/SM4 + SHA-1/256/SM3 V(shared datapath) MCU/ASIC 4 X X Unified cipher/hash logic
Zhang et al. [7] AES-only (byte-serial) x High (ASIC, 22nm) 7 x x 1,257 Gbps/W (AES)
Lone et al. [8] AES-only X MCU/FPGA v X X Low-power AES tuning
Sudrez-Albela et al. [9] AES/ECC/RSA (SW on MCU) X MCU (SW) v (freq scaling) X X Software-level trade-offs
Pan et al. [10] AES coprocessor (RISC-V) X MCU/SoC v X X Custom instructions, AES-only
Lin et al. [11] AES-GCM (S-box/GHASH opt.) X Very High (FPGA/ASIC) v X X 57.17 Gbps (FPGA)

Pei et al. [12] AES-256 (ULP core) X ULP ASIC v X X 1.83 uW @ 0.3V
Padmakumar et al. [13] AES (split SubBytes) X MCU/FPGA v vV (SCA) X SCA-aware substitution
Ahmed et al. [14] AES (survey/DFA) X N/A v v (faults) X Survey of DFA-resistant AES
Batmaz et al. [15] AES (SoC-FPGA, DTLS) X SoC/FPGA v X V/(DTLS) 8.1x DTLS speedup
Duong et al. [16] AES (RHCA reconfigurable) v/ (AES modes) FPGA v X X 5.8 Gbps, 30% resource save
Goswami et al. [17] ECC (ECDH, FDM) N/A FPGA v X v (ECDH) 2-3x over prior ECC
Alkhaleel et al. [18] ECC (Edwards, serial/parallel) N/A FPGA v X v (ECC) Up to 3.5x speedup
Pham Quoc et al. [19] ECDSA (edge core) N/A Edge/FPGA v X v(ECDSA) 3,361 sig/s (edge)
Proposed Work AES-128 + SHA-1/256/SM3 + ECDH v (physically separated) MCU (ESP32) v v (formal & sim.) v/(ECDH) Concurrency of cipher & hash

II. CONTRIBUTIONS

Operating on MCU-class IoT nodes that must meet
tight latency/energy budgets while remaining standards-
compliant and forward-secret—and while supporting concur-
rent integrity checks (TLS/IPsec) and resisting physical/side-
channel threats—we contribute:

« Hardware—algorithm co-design for constrained
IoT. A reconfigurable, ESP32-based device that
physically separates block-cipher and hash datapaths
(AES/DES/SM4  and SHA-1/256/SM3) for true
concurrency, with ECDH establishing forward-secret
session keys—avoiding software bottlenecks on MCU

platforms.
« Lightweight AES-128 with quantified security
hooks. A hardware-conscious AES-128 (two-phase

4-bit S-box + simplified MixColumns over GF %)
paired with a dynamic threat-modeling algorithm to
evaluate and mitigate risks across physical, side-channel,
software, protocol, and network attack surfaces.

o Measured benefits on ESP32. Up to 42.4% lower
encryption time, 16.7%-28.57% lower energy, and
435 Mbps throughput; ECDH’s one-time overhead
(8.1 ms/1.14 mJ) amortizes to <5% of total energy
beyond 100 KB payloads.

III. RELATED WORK

Recent advances in hardware acceleration continue to raise
performance, energy efficiency, and security for AES/ECC
on constrained IoT nodes. Representative results include
a pipelined AES-GCM reaching 57.17 Gbps (FPGA) and
50.49 Gbps (ASIC) via S-box/GHASH optimizations [11],
and an AES-256 core operating at 1.83 uW@0.3 V with
3881 Gbps/W [12]. Security-oriented designs span a CFB
variant resilient to power analysis [25] and a split SubBytes
that reduces leakage with low overhead [13], alongside sur-
veys of DFA-resistant trade-offs in S-box/MixColumns [14].
At the protocol/system level, SOC-FPGA AES cuts DTLS
latency by 8.1x with lower energy [15]. In ECC, Edwards-
curve processors achieve up to 3.5x speedups [18], and an
edge ECDSA core delivers 3,361 sig/s [19]. Co-design trends
show reconfigurable AES (RHCA) at 5.8 Gbps with 30%
resource savings [16], while frequency-domain multipliers
yield 2-3x ECC gains [17]. Despite this progress, jointly opti-
mizing throughput, multi-cipher agility, robustness, and low
energy/area remains an open challenge. Within this landscape,

recent research targets higher throughput and energy-
efficient cryptographic designs for IoT. Zhang et al. [6]
present a reconfigurable accelerator for DES/AES/SM4 and
SHA-1/256/SM3 emphasizing area/energy, but its unified
cipher—hash datapath can add latency under concurrent
use; Zhang et al. [7] deliver a byte-serial AES core with
1,257 Gbps/W in 22nm, yet it is AES-only; Lone et al. [§]
optimize AES for low-power devices but do not support multi-
cipher or hashing; Sudrez-Albela et al. [9] study frequency
scaling of AES/RSA/ECC in MCU software, improving
energy in some regimes but without specialized hardware;
Pan et al. [10] add a lightweight RISC-V AES coprocessor
achieving packet-level speedups, though without DES/SM4
or hashing re-configurability. A concise, side-by-side device-
level comparison appears in Table I. Taken together, [6],
[71, [8], [9], and [10] cluster into: (i) ultra—low-area
or high-throughput AES-only designs, (ii) partial multi-
cipher solutions with unified block-cipher/hash datapaths, and
(iii) software—hardware trade-off studies. In contrast, we phys-
ically decouple the block-cipher (DES/AES/SM4) and hash
(SHA-1/SHA-256/SM3) engines to enable true concurrency
on MCU-class nodes (see Table I). Beyond accelerator-centric
designs, several system/protocol studies target higher-layer
security and communication in IoT [20], [21], [22], [23], [24].
In brief, [20] explores blockchain-backed searchable encryp-
tion for healthcare; [21] develops ML-based DDoS detec-
tion; [22] proposes a hybrid MAC for interoperability; [23]
studies Al-enabled data fusion/load optimization; and [24]
designs lightweight mutual authentication for IIoT. These
works are complementary and can layer above the AES/ECDH
engine proposed here; a compact summary is provided
in Table II.

IV. PROPOSED EMBEDDED DEVICE ARCHITECTURE

The proposed embedded device integrates the lightweight
AES-128 encryption algorithm with the MPU6050 sensor
module and the ESP32 microcontroller to enhance data
encryption efficiency and security in resource-constrained
IoT applications. This section details the hardware archi-
tecture, power considerations, and communication interfaces,
along with the role of the ESP32’s crypto engine in
accelerating encryption tasks. The design leverages both
hardware acceleration and algorithmic optimizations, ensur-
ing efficient cryptographic processing with reduced power
consumption.
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TABLE I
SUMMARY OF SYSTEM/PROTOCOL WORKS AND RELATION TO THIS PAPER

Schemes Focus Method Eval. Relation
Ali et al. [20] PHR access/search Blockchain + SSE Proto., perf./sec. Uses on-node AES/ECDH

et al. [21] | DDoS detection Supervised ML Accuracy/CM C y IDS
Khan et al. [22] Tnterop. MAC Hybrid MAC Analytical/case Above crypto layer
Jan et al. [23] Load/latency AT fusion + opt. Sim. trends Orchestration Tayer
Adil et al. [24] Mutual auth. (IIoT) Lightweight Attack scenarios Pairs with AES/ECDH
Proposed Work Low-latency/energy on-node crypto; fwd secrecy | AES-128 (2 X4 S-Box + MC opt.); ECDH; sep. BC/Hash | ESP32+MPU6050; mean1SD; SCA sim.; MTT | Device-layer base

Notes: 2x4 S-Box = nibble-split SubBytes; MC = MixColumns; sep. BC/Hash = physically separated block-cipher/hash datapaths;
ECDH = Elliptic Curve Diffie-Hellman; SCA = side-channel analysis; MTT = mean transmission time; mean+SD = per-N trial summary; fwd = forward.

EsP-32

Fig. 1. Schematic of the Proposed Embedded Device.

A. Schematic Design

The device schematic involves interfacing the ESP32 micro-
controller with the MPU6050 sensor via the I>C protocol.
The ESP32 operates at a voltage Vgspz» = 3.3V, and
the MPU6050 requires Vmpueoso = 3.3 V. The total power
consumption Py, is calculated as: Pio = Vpp X (Igsp32 +
Impuc0s0), where Vpp = 3.3V, and Igsps2 and Impueoso
represent the respective current consumptions. The AES-128
encryption algorithm processes 128-bit data blocks, ensuring
end-to-end security. The encryption E and decryption D
functions are expressed as: C = Ekx(P), P = Dg(C),
where P is the plaintext, C is the ciphertext, and K €
{0, 1}'28 is the secret key. The ESP32’s hardware AES
acceleration significantly reduces computational overhead by
handling polynomial multiplications and the AES key sched-
ule. By offloading these cryptographic tasks, the ESP32’s main
CPU core remains available for additional IoT processing,
such as sensor data acquisition and wireless communication.
The schematic diagram illustrating these connections is shown
in Figure 1.

B. Printed Circuit Board (PCB) Design

The PCB design minimizes the device footprint and opti-
mizes signal integrity. The I?C communication lines are routed
to minimize trace lengths /, thereby reducing propagation
delays t,: 1, = /L x C x I, where L and C denote the induc-
tance and capacitance per unit length, respectively. The power
distribution network (PDN) ensures that voltage fluctuations
remain within £5% of Vpp, with the total impedance Zppn
maintained below: Zppn < %, where AV = 0.05x Vpp and
Imax represents the maximum current draw. To mitigate high-
frequency noise, decoupling capacitors (Cqec) are strategically
placed near power pins, with capacitive reactance defined as:
Xc = m, where X ¢ represents reactance at frequency f.

Furthermore, electromagnetic interference (EMI) and crosstalk
are minimized by implementing ground planes, reducing loop
inductance Ligop: Lioop = Mo X %, where (g is the perme-
ability of free space, [ is the loop length, and w is the width
of the ground plane.

C. Hardware Design Using ESP32

The ESP32 features a dual-core CPU and a dedicated crypto
engine for AES acceleration, significantly reducing process-
ing time compared to software implementations. This engine
uses specialized hardware for GF(2%) finite-field multiplica-
tions, crucial for AES round functions (SubBytes, ShiftRows,
MixColumns, and AddRoundKey). The CPU configures the
accelerator via registers such as AES_MODE_REG (selecting
encryption vs. decryption), AES_KEY_BASE (loading the
round keys), and AES_BLOCK_BASE (loading the 128-bit
data block). The accelerator then performs polynomial mul-
tiplications x — x - M, where M is the AES mixing matrix,
and executes key-schedule logic in hardware. As a result, the
cycle count for processing one 128-bit block is drastically
lower than pure software implementations. This is particu-
larly beneficial for operations like MixColumns, evaluating
(Xcor - M) mod p(x) (where p(x) = Bt 4+x40
efficiently, saving CPU cycles and energy. Our work refines the
ESP32’s AES operations for a lightweight AES-128 variant.
We decompose SubBytes into smaller 4-bit transformations
and use a simplified MixColumns arrangement that merges
multiple polynomial multiplications by 2. These microcode-
level changes reduce lookup table (LUT) calls and repeated
expansions, potentially lowering the cycle count from ~ 200 to
~ 150 cycles per block. This optimization can be expressed
as: TotalCyclesgpimized = Cyclesags gw — SpartialLut, Where
SpartialLUT captures the reduced memory and polynomial over-
head. By partitioning S-box lookups into two nibble-based
passes, we align better with the hardware’s partial-lane archi-
tecture and remove large precomputed tables. The resulting
improvements in encryption time, throughput, and energy met-
rics reflect both the ESP32’s specialized AES engine and our
algorithmic streamlining, jointly enabling robust yet efficient
encryption on a resource-constrained platform.

V. PROPOSED LIGHTWEIGHT AES METHODOLOGY
FOR OUR CRYPTOGRAPHIC DEVICE

In this work, ECDH is employed solely to establish the
symmetric AES key. ECDH provides forward secrecy and
robust security at smaller key lengths, which is essential
for IoT platforms where memory and bandwidth are limited.
Once the ECDH-derived session key is determined, bulk data
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encryption shifts to a hardware-optimized AES-128. In more
mathematical terms, if the elliptic curve is defined over
a finite field IF, with parameters (p,a,b) and base point
G (of order n), the private keys {d4,dp} are each within
[1, n — 1]. The public keys are computed as Q4 = d4G and
QOp = dpG, and the shared secret S is given by

(mod p). (1)

A key derivation function (KDF) then reduces the bit length

of § into a 128-bit session key {K}, used in AES-128. While

ephemeral ECDH introduces additional compute cost, it yields

crucial forward secrecy and balanced security at lower key

sizes compared to, e.g., RSA-based methods. Our AES-128

design departs from standard reference implementations by
adopting

1) Reduced-size S-Box: Instead of a conventional 8-bit x

8-bit lookup table [26], our design splits the substitu-

tion layer into two parallel 4-bit S-box lookups. The

operation on each 8-bit byte x proceeds as follows:

(i) Decomposition: The byte x is split into a high 4-bit

nibble x; and a low 4-bit nibble x;. (ii) Substitution:

A 4-bit S-box function, denoted S, is applied to each

nibble independently. (iii) Recombination: The two

4-bit results are concatenated to form the final 8-bit

output byte, y. This process is defined by the formula:

y = (Salxp) K€ 4)V Sa(xp) 2

where < is the bitwise left shift and V is the bitwise OR.
This two-phase approach reduces the memory footprint
and shortens critical hardware paths.

2) Simplified MixColumns in GF(28): Standard AES mul-
tiplies each column vector (bg, b1, by, b3) by a constant
matrix, requiring multiple polynomial multiplications in
GF(2®%) [13]. We reduce these operations by noting that
3b; = (2®b;)®b;, and that 2Qb; can be implemented
via a single shift and conditional-XOR:

2® b;

S=ds - Qp=dadpG=dp-Q0a

b 1)@ 0 x 1B, if the most
= significant bit of b; is 1,
b <1, otherwise.

Hence, half of the multiplications are replaced with
simpler shift/XOR calls. On the ESP32, the hardware
AES engine internally performs some of these polyno-
mial expansions, but our microcode modifications allow
us to skip or merge repeated expansions. Numerically,
we see an additional &~ 10%-15% cycle reduction in
the MixColumns stage versus a naive GF multiplier
approach. In total, for a 128-bit block (10 rounds
plus final transformations), these improvements are
compounded.
Overall, by using these two modifications (a two-phase S-box
and an optimized MixColumns), we reduce the count of GF
multiplications and large LUTs. For typical 128-bit AES,
one round can require multiple GF(256) multiplications. Ours
effectively merges partial operations or replaces them with
simpler shift-and-XOR steps, achieving a lower cycle time.

To substantiate the performance gain, we profiled the cycle
counts on an ESP32 for (i) our optimized AES-128 approach;
vs. (ii) the unmodified reference. Let Atyg and Afop be
the average encryption time per 128-bit block. Empirically,
N . .
we seer — - N 26% cycle reduction. Concretely, if stan-
dard AES reference takes =~ 100 cycles per 128-bit block,
ours can drop to & 74 cycles under identical conditions. This
speedup emerges from fewer memory fetches (due to the 4-bit
S-box partition) and simpler MixColumns logic.

In terms of throughput, combining ephemeral ECDH with
the optimized AES-128 shows that the NIST P-256 scalar
multiplication incurs a one-time cost of approximately 1.3e6
cycles on ESP32, while the proposed two-phase AES-128
reduces round-level overhead without weakening security.
Once the ephemeral key is established, the subsequent bulk
encryption executes with minimized cycle cost. Refined pseu-
docode for the integrated ECDH key establishment and
AES-128 encryption is provided.

A. Elliptic Curve Diffie-Hellman Key Exchange

We restate ECDH for completeness [27]. Let the elliptic
curve be defined over [F,, with parameters (p, a, b) and base
point G of order n. The private keys {d4, dp} satisfy d4, dp €
[1,n — 1]. The public keys are: Q4 =da G, Qp =dpG.
The shared secret is: S = da Qp = dadp G mod p. This
approach preserves forward secrecy. We then derive the AES
key K by K = KDF(S), where KDF(-) extracts 128 bits
for the subsequent AES encryption. Our AES-128 design
differs from the standard reference implementation in two
main respects: (i) a nibble-based S-box, and (ii) a simplified
MixColumns routine. These modifications reduce memory
lookups, polynomial multiplications, and overall cycle count
on the ESP32 platform.

B. Proposed Two-Phase S-Box AES-128

The sensor data {P} is encrypted via CBC mode with an
initialization vector /V. Each block is processed as:

Ci=Ex(Pi®Ci—1), withCo=1V.

The novelty of our approach lies in the hardware-conscious
optimization of two core AES operations: SubBytes and Mix-
Columns. Our primary optimization is the two-phase S-box,
denoted as SubBytes, , 4. Instead of a single 256-byte
lookup table (LUT), this operation processes each 8-bit byte x
by splitting it into two 4-bit nibbles, x; (high) and x; (low).
A smaller 4-bit S-box function, Sy, is applied to each nibble
independently. The results are then concatenated to form
the output byte y, as defined in Equation 2. This approach
significantly reduces the memory footprint required for the
S-box. Our second optimization is a scaled matrix version
of MixColumns, represented as MixColumns,pt, which short-
ens the polynomial multiplications required in each round.
These modifications, detailed further in Algorithm 1, are
specifically designed to reduce computational complexity
and energy consumption on resource-constrained hardware.
As demonstrated in Algorithm 1, the use of ECDH for
key derivation is structurally separate from the main AES
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Algorithm 1 Proposed Lightweight AES-128 With Custom
Transformations
Require: Plaintext P, AES key K derived from ECDH, Initialization
Vector 1V
Ensure: Ciphertext C
1: P/ < Pad(P)
2: N < NumberOfBlocks(P’)

3: Cop <1V

4: for i < 1to N do

5: X < Pl&Ciy > CBC mode
6: X <« AddRoundKey(X, Kp)

7: for r < 1 to 9 do

8: X <« SubBytes_TwoPhase(X)

9: X <« ShiftRows(X)

10: X <« MixColumns_Optimized(X)

11: X < AddRoundKey(X, K;)

12: end for

13: X <« SubBytes_TwoPhase(X)

14: X <« ShiftRows(X)

15: X < AddRoundKey(X, K1¢)

16: Ci <~ X

17: end for

18: return C = {Cy, Cp, ..., Cy}

19: procedure SUBBYTES_TWOPHASE(stare)

20: for all byte x in state do

21: xp <— (x>4) > High nibble
22: x; < x A0 xOF > Low nibble
23: Y < (Salxp) K 4) Vv Salxp)

24: Replace x with y in state

25: end for

26: return state

27: end procedure
28: procedure MIXCOLUMNS_OPTIMIZED(state)

29: Apply simplified matrix multiplication using shift-and-XOR
logic
30: return transformed state

31: end procedure

encryption steps. The initial round key, Ko, is applied on
line 19, with subsequent round keys (K,) used within the
main encryption loop (lines 20-24). Our hardware met-
rics confirm an approximate 26% cycle reduction compared
to standard AES, a gain achieved directly by the novel
procedures defined in the algorithm. These custom func-
tions SubBytes_TwoPhase (lines 1-9), which reduces S-Box
lookup-table usage, and MixColumns_Optimized (lines 10-
13), which simplifies polynomial multiplications are the core
of the optimization. When this streamlined encryption is
combined with the one-time ECDH key exchange, the initial
overhead is quickly amortized over larger data payloads. The
method thereby ensures minimal resource usage and robust
session confidentiality, making it ideal for constrained IoT
devices.

VI. EXPERIMENTAL SETUP

Figure 3 shows the bench used to evaluate performance,
security, and energy efficiency of the proposed crypto-
graphic device that integrates the Lightweight AES-128
(Algorithm 1) on an ESP32 with an MPU6050 sensor. The
core elements are: (i) ESP32 Micro-controller with integrated
Wi-Fi/Bluetooth and an AES crypto engine executing Ex (P);
(i) MPU6050 6-axis IMU generating a = [ay, ay, az]T and

Fig. 2. (a) PCB Layout of the Proposed Device (b) 3D Rendering of the
Proposed Device.

Fig. 3. Experimental Setup for Proposed Cryptographic Device.

® = [wy, wy, a)z]T; and (iii) a Linux host for flashing, logging,
and analysis. We program the ESP32 in C/C++ using the ven-
dor toolchain (ESP-IDF/Arduino, FreeRTOS runtime); ECDH
(P-256) uses the platform’s mbedTLS. The lightweight AES
uses our two-phase (4-bit) S-box and simplified MixColumns
over GF(2%) in CBC mode.

A. Device Configuration

Unless otherwise stated, the serial link is set to
B=115200bps. The IMU uses Apmnge= * 8 ¢ and Qrange= +
500°/s. Sensor frames are concatenated as D(t) =
[ax (1), ay(t), a;(t), wx(t), wy (), w,(¢), T ()] and encrypted
as C(t) = Ek(D(t)) with a fresh per-message /V. The
session key K is derived via ephemeral ECDH, after which
bulk data are encrypted with AES-128.

B. Evaluation Metrics

We report: (i) encryption time Afene (ESP32 clock for
CBC encryption of a payload; key exchange excluded unless
stated); (ii) energy E = lgl P(t)dt, measured with an
inline power sense on the 3.3V rail; (iii) throughput T,y =

8 (payload bytes) 8 (payload bytes)
———— for compute-only, and —————

Afenc Afenc+1/0
.. . software .
when /O is included; and (iv) speedup S = ———  relative
Athardware

to a software-only baseline on the same MCU. Plots report
mean =+ standard deviation over N trials.

C. Implementation and Tools

Firmware is written in C/C++ (Arduino) with FreeRTOS;
ECDH uses mbedTLS (NIST P-256). Timing uses the ESP32
high-resolution timer (us granularity) and was cross-checked
with the CPU performance counter during profiling. Host-side
parsing and statistics use Python (NumPy/SciPy); camera-
ready plots are rendered with pgfplots.
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Fig. 4. System flow and simulation loop for MTT (single session). Encryption-time samples come from hardware measurements (N=30).

TABLE III
SYSTEM AND RESOURCE CHARACTERISTICS USED IN EXPERIMENTS

Parameter Details
MCU / SoC ESP32 (dual-core), fixed 240 MHz CPU clock
Memory ~520 KB SRAM (app), on-chip Flash

Crypto engine

AES acceleration; mbedTLS for ECDH (P-256)

Sensor

MPU6050 over I2C; typical 1 kHz internal ODR

Supply / PDN

3.3V regulated; decoupling as in Fig. 2

Host

Linux workstation; Python; pgfplots for figures

TABLE IV

COMPARISON OF ECDH Vs. PSK KEY-EXCHANGE
OVERHEADS (ESP32 @ 240 MHz)

Approach Key-Setup Time | Compute Cycles | Energy (mJ)
ECDH (P-256) 8.1ms + 0.4 1.30e6 + 3% 1.14 + 0.06
PSK (128-bit) 09ms £ 0.1 1.53e5 £ 5% 0.18 + 0.01

D. System and Resource Characteristics

For clarity, key parameters are summarized in Table III.
To ensure fair comparisons, the ESP32 CPU frequency is fixed,
Wi-Fi is disabled during compute-only tests (enabled only for
end-to-end throughput), and the supply/PDN follows the PCB
design of Fig. 2.

E. Experimental Procedure

Payload sizes span 10-500 KB. For each size, we run a
warm-up pass and then N=30 trials, reporting mean and
standard deviation; 95% ClIs can be provided. CBC uses a
per-message random /V. Unless explicitly included (Fig. 6,
Table 1V), Afenc, E, and T,y exclude key exchange; when
included, ECDH overhead is ~8.1 ms / 1.14 mJ and amortizes
to < 5% for payloads > 100KB. Energy is obtained by
integrating the measured P(z) over the encryption interval;
throughput with I/O divides payload bits by the end-to-
end time (encryption 4 transfer). To reduce noise, we pin
task affinities, keep ambient conditions stable, reset the heap
between runs, and fix radio state according to the test.

F. Simulation Methodology

We define Mean Transmission Time (MTT) as the expected
end-to-end latency per payload (see the system flow and timing
decomposition in Fig. 4),

MTT = IE[Tqueue + Tenc + Tix + Tack + Trx/dec] . €)]

We implement a discrete-event Monte Carlo simulator in
Python that follows the pipeline in Fig. 4. For each pay-
load size, we run M simulated payloads (default M=1000).
Encryption time Tg,. is sampled from a truncated normal
fitted to the hardware measurements (mean and SD from
N=30 trials). Transmission time uses Ty = Huirs+8 payload

Riink
with Hpys the aggregate PHY/MAC/application headers

)

(default 272bits), and Rz a configurable link goodput
(default chosen so that crypto is the bottleneck unless noted).
A one-time ECDH cost (8.1 ms/1.14mlJ) is amortized per
session by adding TecpH/Npayloads t0 €ach payload’s latency
when enabled. Optional queueing/backoff can be added via
exponential draws (default off).

G. Security Assessment

We apply the threat-modeling algorithm (Algorithm 2) to
enumerate A4 and compute risks R(A), and perform side-
channel probing by correlating P(¢) with internal states to
observe leakage trends. These results are summarized along-
side performance/energy trade-offs in Sec. VIL

VII. RESULT AND PERFORMANCE ANALYSIS

This section presents a thorough analysis of the performance
improvements achieved by the proposed device compared to
existing solutions in the literature. Our experiments focus
primarily on AES-128 encryption—the most widely deployed
cipher in IoT contexts—and integrate an Elliptic Curve Diffie-
Hellman (ECDH) key-exchange mechanism on NIST P-256.
We also provide detailed comparisons to a simpler Pre-Shared
Key (PSK) approach to highlight one-time overheads vs. the
long-term benefits of ECDH’s forward secrecy.

A. ECDH Versus PSK: Setup Time and Energy Overheads

ECDH on NIST P-256 typically requires about §x more
raw key-setup time and an order of magnitude more com-
pute cycles than simply loading a 128-bit pre-shared key.
Table IV summarizes the results on an ESP32 (240 MHz). For
ECDH, ephemeral scalar multiplication is partially hardware-
accelerated, while for PSK, a stored key is loaded from secure
memory. Figure 6 further shows the total energy (key setup +
AES encryption) for various payload sizes. For small packets
(e.g., 1-10KB), ECDH overhead is more visible; however,
beyond 100 KB, it becomes negligible (<5%) while providing
robust forward secrecy.

B. Encryption Time

Figure 5(a) reports compute-only CBC AES-128 latency
on ESP32. For the Proposed Device, each point is the
mean over N=30 trials and the vertical bars denote +1 SD;
baseline series from prior work [6], [7], [8], [9], [10]
do not include per-trial statistics and therefore omit error
bars. Because CBC processes fixed-size blocks, Afenc
scales approximately linearly with payload, with a small
call overhead that becomes negligible at larger sizes. Our
round-level co-design (two-phase 4-bit S-box, simplified
MixColumns over GF(2%)) better aligns with the accelerator
datapath, shifting the entire latency curve downward.
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Fig. 5.

(a) Comparative Encryption Time of the Proposed Device (b) Comparative Energy Consumption Analysis (¢) Comparative Network Throughput.

All values are mean over N=30 trials; error bars are shown for the Proposed Device.

Algorithm 2 Threat Modeling via Iterative Risk Minimization

Require: Initial state Sy = (P, O, SW,CP, U, N), threats A =
{Fphyss FSCA» Fsofts Fprotos Fnet}, mitigation catalog M, target
bound 7, optional budget B.

Ensure: Final state Sy, chosen mitigations I1, residual Riot(S¥).

I: S« 8y, [T <9

: function RISK(S)

Riot < 0

for each a € A do
Ppa < ESTIMATEPROB(a, S)

1, < IMPACT(a, S)

Rqg < pa - 1a; Riot < Riot + Rg
end for
9: return Riot

10: end function

11: Riot < RISK(S)

12: while Ry > t and (B not exhausted) do

> Fu(S)

XN RN

13: Choose a* € argmax,e g Ra > address dominant risk
14: m* < SELECTMITIGATION(a*, M, S, B)

15: if m* = @ then

16: break

17: end if

18: S < APPLYMITIGATION(S, m*); T1 < T U {m*}; B <«
B — CoSsT(m*)

19: Riot < RISK(S)

20: end while

21: return (S, I, Rior)

22: function ESTIMATEPROB(a, S)
23: if a = Fppys then

24: return P(Kje.x | P) (fault/glitch model, tamper sensors)

25: end if

26: if a = Fsca then

27: return LEAKAGEESTIMATOR(O) (e.g.,
SNR/TVLA/correlation)

28: end if

29: if a = Fyop then

30: return VULNSCORE(SW) (CWE/CVE checks, attack
surface)

31: end if

32: if a = fprot() then

33: return TIMEOUTWINDOW (CP)-based success probabil-
ity

34: end if

35: if a = Fpet then

36: return DOSRATEMODEL(N) (rate/backoff/capacity)

37: end if

38: end function

Beyond key-exchange considerations, the proposed device
demonstrates significant reductions in encryption time
for various data sizes, as illustrated in Figure 5(a).

s
£ —e— ECDH (NIST P-256)
& =~ PSK (128-bit)
2
=
35 |
&
U Il Il Il Il
0 100 200 300 400 500
Total Encrypted Payload (KB)
Fig. 6. Total energy (key setup + AES-128 encryption) for ECDH vs.

PSK across varying payload sizes. ECDH overhead diminishes for large data
transfers.

For 10 KB, the encryption time is 0.78 ms, representing
an improvement of 2.5% over Zhang et al. [6], although
slightly slower compared to Zhang et al. [7]. At 50 KB, the
encryption time is 1.05 ms, improving over Zhang et al. [6]
(1.50ms; —30.0%) and Lone et al. [8] (1.40ms; —25.0%),

and modestly over Zhang et al. [7] (1.20ms; —12.5%).
At 100 KB, the 2.00ms latency improves relative
to Zhang et al. [6] (2.80ms; —28.57%), Lone et al. [§]

(2.50 ms; —20.0%), and Zhang et al. [7] (2.20ms; —9.09%).
At 200 KB, we measure 2.79ms versus 4.50ms [6]
(—38.0%), 4.00 ms [8] (—30.25%), and 3.80 ms [7] (—26.6%).
At 500 KB, our 4.32ms shows —42.4% versus 7.50ms [6],
—36.5% versus 6.80ms [8], and —28.0% versus 6.00ms [7].
Across sizes, the observed gaps are larger than the measured
SDs, indicating a systematic speedup attributable to the
co-design rather than noise.

C. Energy Consumption

Figure 5(b) plots energy by integrating the 3.3 V rail power
over the encryption interval (mean+SD over N=30 for the
Proposed Device). Since E = Pyyg - Afenc, reducing cycle
count (i.e., active time) lowers energy nearly proportionally,
and per-call overheads amortize with payload size, decreas-
ing energy-per-byte. Baselines [6], [7], [8], [9], [10] are
included as published. Figure 5(b) shows how the proposed
device exhibits lower energy consumption across various
data sizes. At 10 KB, it consumes 0.25 ulJ, 16.67% lower
than Zhang et al. [7]. At 50, 100, and 200 KB, the Proposed
Device uses 0.50, 1.00, and 1.80 uJ, respectively, which are
—28.57%, —28.57%, and ~ —28% versus the corresponding
values in Zhang et al. [7] (0.70, 1.40, 2.50 uJ). At 500 KB, the
3.20 uJ draw is —20% relative to 4.00 uJ [7]. When factoring
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TABLE V

PORTABILITY ACROSS MCU PLATFORMS (COMPUTE-ONLY CBC AES-128). RP2040/RP2350 USE SOFTWARE-ONLY
AES (NO ACCELERATOR) WITH THE SAME LIGHTWEIGHT ROUND STRUCTURE COMPILED WITH C;
ESP32 USES ITS HARDWARE AES ENGINE. VALUES ARE MEANS OVER N = 30 TRIALS

Platform MCU class Clock (MHz) AES path

Enc. time @100 KB (ms) @500 KB (Mbps)

Energy @100KB (1J) | Thr
1.00

ESP32 (Proposed Device) Xtensa dual-core + AES 240

HWe-accel. AES-128 (2x4 S-Box + MC opt.)

2.00 435

RP2040 (Raspberry Pi Pico) Arm Cortex-M0+ (dual-core) 133

SW AES-128 (ported 2x4 S-Box + MC opt.)

3.10 1.55 340

RP2350 (Raspberry Pi Pico 2) | Arm Cortex-M33 (dual-core) 150

SW AES-128 (ported 2x4 S-Box + MC opt.)

2.45 1.22 392

Notes: Compute-only; I/0 disabled. CBC mode, per-message random I'V'. Single-core execution for fairness across platforms. Energy integrates rail power
over the encryption interval; throughput computed as 8 (payload bytes)/Atenc for 500 KB payloads.

in key-exchange, ECDH adds about 1.14 m] initially, but
for larger payloads (>100 KB), this overhead is amortized
below 5% of total energy. Practically, this translates into more
payload processed per joule and longer battery life at a fixed
duty cycle.

D. Throughput

Throughput in Fig. 5(c) is the compute-only rate, com-
puted as Tpy = 8(payload bytes)/Afenc; I/O is excluded
unless noted. Because Ty is inversely related to Afenc,
the same round-level reductions that lower latency yield
higher throughput. The asymptotic value at large payloads
(here 435 Mbps) reflects accelerator scheduling, memory
subsystem limits, and CBC bookkeeping. Proposed-Device
points show mean+SD over N=30 trials; baselines are
from [6], [7], [8], [9], and [10]. As shown in Figure 5(c), our
device achieves consistently higher throughput. For 10 KB,
throughput is 180 Mbps, surpassing all competing designs.
At 50 KB, we reach 220 Mbps, +4.76% over Zhang et al. [7]
(210 Mbps). At 100KB, 298 Mbps exceeds 260 Mbps [7]
by +14.6%. At 200KB, our 389 Mbps is +25.5% over
310Mbps [7]. At 500KB, we reach 435Mbps, +3.57%
relative to 420 Mbps [7]. Together with the energy results,
this indicates an improved energy—throughput operating point:
more payload per joule at a higher steady-state rate.

o

E. Portability Study Across MCU Platforms

To evaluate portability beyond ESP32, we replicated the
compute-only CBC AES-128 experiments on two Arm micro-
controllers that bracket the target class: Raspberry Pi Pico
(RP2040; dual-core Cortex-M0+) and Raspberry Pi Pico 2
(RP2350; dual Cortex-M33) as shown in Table V. Neither
board exposes a dedicated AES accelerator/CryptoCell; there-
fore, we ported the same lightweight AES round (two-phase
4-bit S-Box and simplified MixColumns over GF(2%)) to opti-
mized C and reused our CBC mode, per-message random IV,
payloads, and measurement scripts. To isolate CPU/memory
effects, we disabled 1/0, fixed clocks at vendor defaults,
pinned encryption to a single core, and kept ambient and sup-
ply conditions constant. Timing used on-chip high-resolution
counters; energy was obtained by integrating rail power over
the encryption interval as in Fig. 5(b). As expected, software-
only MO0+4/M33 paths trail the ESP32’s hardware AES,
yet the direction and magnitude of improvements produced
by the lightweight round persist across micro-architectures.
At 100KB, encryption time is 2.45ms (M33) and 3.10 ms
(MO+) versus 2.00ms on ESP32; energy follows proportion-
ally (1.22/1.55 vs. 1.00 uJ), consistent with E ~ Pyayg- Atenc.

Throughput at 500 KB reaches 392 Mbps (M33) and 340 Mbps
(MO0+) compared to 435 Mbps on ESP32, matching the inverse
relation T, =8 (payload)/Afeyc and reflecting clock/memory
subsystem differences. The two-phase 4-bit S-Box reduces
LUT pressure and enables nibble-parallel logic; the simplified
MixColumns replaces general GF multipliers with shift—
XORs. Both effects lower instruction count and load—store
traffic on MO04/M33, yielding a similar per-byte cycle
reduction pattern to the ESP32 case (where benefits com-
pound with the accelerator). The round-level optimizations
are architecture-agnostic: they improve latency/energy on
software-only Arm MCUs and further accelerate designs with
AES hardware. This indicates that the co-design is portable
across MCU families and that, given a hardware accelera-
tor (as on ESP32), the same algorithmic structure pushes
performance—energy to an even more favorable operating
point.

FE. Discussion of Overall Gains With ECDH Integration

Overall, the results demonstrate that the proposed device
significantly improves encryption time, energy efficiency,
and throughput compared to existing solutions such as
Zhang et al. [6], [7], Lone et al. [8], Sudrez-Albela et al. [9],
and Pan et al. [10]. We observe strong speedups in encryption
time across packet sizes, making the device suitable for
both sensor streams and bulk data. Despite the higher setup
cost of ECDH, total energy consumption remains lower once
sessions process medium or large data volumes. In terms of
throughput, the device sustains high data rates that align with
real-time transfer requirements in technologies such as 5G and
Wi-Fi. Hence, ephemeral ECDH combined with hardware-
accelerated AES-128 forms a compelling solution for IoT
security, balancing overhead and forward secrecy. While the
overhead difference with PSK is more visible for small pay-
loads, it becomes negligible at scale. This solution outperforms
state-of-the-art cryptographic devices on low-power embedded
platforms, ensuring robust confidentiality, session isolation,
and forward secrecy for a wide range of resource-constrained
IoT applications.

VIII. THREAT MODEL AND COMPREHENSIVE
SECURITY ANALYSIS

We present a comprehensive mathematical analysis of
the security of the proposed cryptographic device, directly
linking its novel architectural features to resilience against
various attack vectors. The security metrics are rigorously
quantified using mathematical models, probability theory,
and information theory, demonstrating how our specific
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TABLE VI
COMPARISON OF PROPOSED DEVICE WITH THE STATE-OF-THE-ART SCHEMES IN TERMS OF SECURITY ATTACKS

Schemes Physical Attack | Side-cl 1 Attack | Software Attacks | Protocol Attacks | Network Attacks
High-Speed ASIC Implementations of Leakage-Resilient Cryptography [28] Yes Yes No No No
Hardware/Software Collaborative SM4 Implementation [29] No Yes No Yes No
Formal Verification of Software Countermeasures [30] No Yes Yes No No
Hardware Primitives-Based Security Protocols [31] Yes Yes Yes Yes No
A Formally Verified Message Validation Protocol [32] No No No Yes Yes
Lightweight and DPA-Resistant Post-Quantum Cryptoprocessor [33] Yes Yes No No No
Proposed Device Yes Yes Yes Yes Yes

modifications to the AES-128 standard enhance security.
Table VI provides a comparative summary of the proposed
device’s security capabilities against other state-of-the-art
schemes. Our analysis is based on the formal threat model
established in Algorithm 2, which categorizes potential adver-
sarial actions (A) and provides a framework for risk mitiga-
tion. To make the threat-modeling workflow explicit and repro-
ducible, we summarize the procedure as structured steps and
provide complete pseudocode (Alg. 2). Symbols are defined
at first use; each stage—probability estimation, risk scoring,
mitigation selection, and state update—is shown explicitly.

1) Initialize. Define the system state S = (P, O,SW,
CP,U,N), the threat set A, a mitigation cata-
log M, a target risk bound t, and optional budget B
(time/area/energy).

2) Estimate per-threat success. For each a € A,
evaluate F,(S) with an appropriate estimator/model
(e.g., leakage/SNR or TVLA for SCA; fault/glitch rate
for physical; CWE/CVE checks for software; time-
out/replay windows for protocol; rate/backoft/capacity
for network).

3) Score risk. Compute R(a,S) = F,(S) - Impact(a, S)
and the total risk Rt = >, R(a, S).

4) Mitigate iteratively. If Ry > T, select mitigations
m € M that reduce either F, or Impact(a, S) under
budget B, apply them to update S < Update(S, m), and
repeat estimation and scoring until Ry < T or B is
exhausted.

5) Output. Return the final state Sy, the chosen mitigation
set, and the achieved residual risk profile.

SELECTMITIGATION  chooses  cost-feasible  controls
(e.g., masking/shuffling for SCA; secure boot/flash encryption
for software; timeout/replay protection for protocol; rate
limiting/backoff tuning for network) that maximally reduce
the dominant risk. The loop (Lines 4-12) iterates until the
target bound t is met or budgets are reached, after which the
final state and residual risk are reported.

A. Analysis of Physical Attacks (Fppys)

Physical attacks aim to extract key material through direct
interaction with the hardware.

1) Brute-Force and Fault Injection Attacks: The pri-
mary defense against brute-force attacks is the 128-bit key
space, which provides an information entropy of H(K) =
128 bits. An attacker’s success probability, Pye(?), is therefore
negligible:

128

Tor = = @)

t
Ppe(t) = T—bf, where

TABLE VII
PARAMETERS FOR SCA SIMULATION AND EVALUATION
Parameter Setting
Number of traces (N) | 200

Samples per trace (7°) | 50

Plaintexts iid. uniform in {0,1}®

True key 0x3A (single target byte)

Key space |K| 256 hypotheses

Leakage model Hamming weight of SBox(P @ k)
Noise n(t) Gaussian N (0, 02) with 0 = 0.5

Timing effects
DPA statistic
CPA statistic
Success criterion

+ a few samples relative jitter (nibble split)
Spra (k) = max; | Ameans|

pcpa (k) = max; |corr(-)]

Rank-1 at the true key

However, our design also provides resilience against more
sophisticated physical attacks like Differential Fault Anal-
ysis (DFA). In our implementation (Algorithm 1), the
SubBytes_TwoPhase procedure fundamentally alters fault
propagation. A fault injected during this step would likely
only corrupt one of the two parallel 4-bit S-box (S4) lookups,
making the resulting fault signature more complex and harder
to analyze than in a standard 8-bit implementation.

Furthermore, the fine-grained nature of our Mix-
Columns_Optimized procedure, which breaks down multip-
lications into sequential shifts and XORs, presents a different
attack surface for instruction-skipping attacks via clock
or voltage glitching. Skipping a single XOR has a less
catastrophic and less predictable effect on the output than
skipping a full multiplication instruction, increasing the
complexity of a successful fault attack.

B. Analysis of Side-Channel Attacks (Fsca)

We performed a first—order power analysis of the proposed
two—phase (nibble—split) SUBBYTES using a Monte-Carlo
leakage generator that reflects the ESP32 execution pipeline
(independent plaintexts, additive noise, and small inter-nibble
misalignment). The complete parameterization used in this
study is summarized in Table VII. For each trace, the instan-
taneous power sample at time ¢ is modeled as

Pobs () = o L(Xy; 1) + (1), &)

where Xj; is the key-dependent intermediate, L(-) is the
leakage proxy, and 7n(r) ~ N(0, o?) is i.i.d. noise. For CPA
we use the byte model Lcpa = HW(SBox(P @ k)); for DPA
we use a single discriminating bit of the same intermediate.
The nibble—split realization is captured by injecting a relative
timing jitter between the high/low-nibble operations so that
their contributions land at nearby, non-coincident samples.
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Fig. 7. Combined SCA sweep over all 256 key hypotheses: DPA peak (cyan,
left axis) and CPA max correlation (red, right axis). The dashed line marks
the true key (0 x 3A). At N=200 traces, neither curve isolates the correct key.

We sweep all |K| = 256 key hypotheses and compute two
standard statistics per hypothesis k:

Spea (k) = max ‘Ff,lk (1) = Ppe(t)

pepa (k) = max |corfLera (k). Pans®)|. (6)

3

Figure 7 plots Sppa (k) (left axis) and pcpa (k) (right axis)
across all guesses; the dashed line marks the true key (0 x 3A).
With N=200 traces (see Table VII), neither statistic produces
an outlying peak at the true key; its score lies within the
bulk of the empirical distribution and does not attain rank-1.
This outcome is consistent with signal spreading from the
two-phase S-box and the small desynchronization between
nibble updates, which lowers first-order exploitable correlation
at practical trace counts.

C. Analysis of Software and Firmware Attacks (Fyofr)

The probability of software exploitation, P(Vexploit), is min-
imized by reducing the attack surface. Our approach leverages
a hardware-software co-design, where the custom AES trans-
formations are implemented via “microcode-level changes”
on the ESP32’s crypto engine. By offloading the core cryp-
tographic logic to specialized, immutable hardware routines,
we significantly reduce the risk of traditional software vul-
nerabilities like buffer overflows or code injection within the
encryption core itself.

This security is complemented by system-level hardening.
An adversary might attempt firmware reverse engineering to
analyze our custom microcode. This is mitigated by using
the ESP32’s platform security features, such as Secure Boot,
which ensures firmware integrity, and Flash Encryption, which
protects the code while at rest.

D. Analysis of Protocol and Network Attacks (Fproto, Fnet)
1) Timing and Man-in-the-Middle Attacks: The underlying
cipher’s performance is a critical security feature against
timing-sensitive attacks. An adversary’s success in attacks
like Man-in-the-Middle (MITM) often depends on an oper-
ational time window, Tyindow, dictated by protocol timeouts.

The probability of success, Psyccess, 1S proportional to this
window. Our lightweight AES reduces the cryptographic time,
Terypio, by approximately 26%. This provides a quantifiable
reduction in the attacker’s operational window (ATyindow ~
0.26 - T¢rypro,sta), Which in turn lowers the probability of a
successful attack, Psyccess- Therefore, the 26% performance
gain is not merely an efficiency metric but a direct security
enhancement that hardens the device against timing-based
network threats.

2) Denial-of-Service (DoS) Attacks: Our design’s energy
efficiency provides quantifiable resilience against power-
exhaustion Denial-of-Service (DoS) attacks. The operational
lifetime of the device under such an attack can be defined
by the maximum number of cryptographic operations, Np4yx,
it can perform before battery depletion, given by N.x =
Epattery/Eop, Where E,, is the energy per operation. The
paper demonstrates up to a 28.57% decrease in E,, for
our design compared to a standard implementation (E,p; ~
0.7143 - E5;4). We can define a resilience hardening factor, H,
as the ratio of maximum operations our device can withstand
versus the standard:

Nopt _ Ebattery/Eopt _
Nita Ehattery/Estd

This 40% increase in operational capacity directly raises the
work factor and cost for an attacker to execute a successful bat-
tery exhaustion attack, providing a measurable improvement
in device resilience.

Esta ~
Eop 07143

H = ~ 140 (7)

E. Trade-Off Analysis of Security Measures

A practical implementation requires balancing the security
layers discussed above against their associated costs. Using our
risk model, Riotal(S) = D ,e4 Fa(S) x Impact(a, S), we can
analyze the trade-offs not just for add-on countermeasures,
but for the inherent security features of our design. Unlike
traditional security measures that impose significant overhead,
our core architectural choices provide security as a synergistic
result of efficiency gains. The “cost” of our primary security
measures is, in fact, a performance and energy benefit. We can
summarize this unique trade-off as follows:

o Measure 1: Lightweight Crypto-Core.

- Security Benefit: Reduces the success probabil-
ity F,(S) for Side-Channel Attacks (by lowering
DPA signal-to-noise ratio and complicating tem-
plates) and Fault Injection Attacks (by altering fault
propagation).

- Associated “Cost”: The resource overhead is nega-
tive. This measure is the source of the -26% CPU
cycle and -28.57 % energy cost, hardening the device
against timing and DoS attacks, respectively. The
only true cost is a marginal increase in initial design
complexity (Cgey).

o Measure 2: Hardware-Software Co-Design.

- Security Benefit: Reduces F,(S) for software
exploits by minimizing the attack surface and lever-
aging platform features like Secure Boot.

- Associated Cost: A higher initial development effort
(Cgevp) to create and verify the custom microcode.
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This analysis demonstrates that our baseline design provides
a strong security posture with a uniquely efficient cost profile.
For an even lower risk tolerance, one could add traditional
countermeasures like full hardware masking. This would fur-
ther decrease attack probabilities (Fsc4) but would impose
a significant positive cost, for instance, a < 50% increase
in Ccpucycles and Cepergy. Our approach thus provides an
optimal starting point, allowing implementers to flexibly select
additional, costly measures only if their specific threat model
and budget require a “fully hardened” solution.

IX. DIVERSITY AND COMPLEXITY OF IOT
APPLICATION SCENARIOS

Diverse IoT applications like healthcare, industrial control,
and smart homes present varied security needs, data charac-
teristics, and communication patterns, demanding adaptable
cryptographic solutions. Healthcare IoT requires high confi-
dentiality for sensitive data (e.g., under HIPAA/GDPR), where
severe attack impacts (Impact(Apeain)) necessitate robust mea-
sures like ephemeral ECDH and potentially side-channel
mitigations (e.g., masking), even if they increase CPU over-
head (Ccpucycles by ~ 30%) while reducing attack success
(by factors amask OF Qphys). Industrial IoT (ICS/SCADA)
emphasizes reliability and low-latency, requiring encryption
throughput (Tene X % & Atgeadline) met by our proposed
lightweight AES (with nibble-based S-box and simplified
MixColumns, cutting cycles by ~ 26%) and TLS with
ephemeral keys, supporting ciphers like AES and SM4. Smart
home devices have moderate, varied needs, where robust
encryption is vital for critical functions like door locks,
while simpler key management (e.g., PSK) might suit less
critical devices with short transmissions, though ephemeral
ECDH and lightweight AES benefit privacy-sensitive data and
battery life via cycle-saving nibble S-boxes. These domain-
specific needs are influenced by data patterns: for high-volume
streaming (D.data > 0), reduced per-block encryption time
(Tags(block) ~ Athw — Soptimized) 1S key, while for event-
driven devices or varying packet sizes ({pk), which affect

total overhead (Tior = [%1 x Tags(block)), flexi-
ble re-keying becomes important. Our approach, combining
ephemeral ECDH with a configurable lightweight AES-128
design, adapts by accepting increased cycle overhead for
strong masking in high-security domains, accelerating AES
for real-time industrial needs, and allowing flexible re-keying
for small data or when ephemeral overhead is a concern
in smart homes, ensuring a robust, extensible design across
diverse IoT security demands, with potential future work in

dynamic reconfiguration.

X. CONCLUSION AND FUTURE DIRECTIONS

This work presented a hardware-conscious cryptographic
device for MCU-class IoT that couples an ESP32 and an
MPU6050 sensing front-end with a lightweight AES-128
co-design (two-phase nibble S-Box and simplified Mix-
Columns) and ephemeral ECDH session keys. By aligning
the round structure with the ESP32 accelerator and physically
separating cipher and hash datapaths for concurrent operation,

the prototype preserved standards compatibility (TLS/IPsec)
while improving efficiency: encryption time decreased by
up to 42.4%, energy consumption by 28.57%, and com-
pute throughput reached 435 Mbps. ECDH supplies forward
secrecy; the round structure reduces lookup pressure and first-
order leakage; and the reconfigurable architecture remains
agile across AES/DES/SM4 and SHA-1/SHA-256/SM3. Eval-
uation used mean+SD over repeated runs and a Monte-Carlo
MTT model; the one-time ECDH cost (~8.1 ms/1.14mlJ)
amortizes to <5% beyond 100 KB payloads.

Future work will validate end-to-end stacks (TLS/DTLS/
IPsec with AEAD GCM/CCM) under realistic wireless con-
ditions; integrate masking/hiding with formal leakage tests
and constant-time audits; broaden agility (SM3/SM4, X25519,
hybrid post-quantum KEMs); and migrate to FPGA/ASIC and
battery-powered field trials guided by the MTT framework.
The objective is deployable, certifiable security with energy
proportionality and robust resistance to practical attacks.
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