®

Check for
updates

GUARDEYV: Guided Unified Adaptive
Response for Defending Electric Vehicles

Koustav Kumar Mondal!®)@® and Debasis Das?

! Inter-Disciplinary Research Division - IoT and Applications, Indian Institute of
Technology Jodhpur, Jodhpur, Rajasthan, India
mondal.4@iitj.ac.in
2 Department of Computer Science Engineering, Indian Institute of Technology
Jodhpur, Jodhpur, Rajasthan, India
debasis@iitj.ac.in

Abstract. In the rapidly evolving landscape of electric vehicles (EVs),
integrating the Internet of Vehicles (IoV) has opened up new dimen-
sions in automotive technology. While enhancing vehicle performance,
safety, and security, this advancement also exposes EVs to heightened
cyber threats. To address this critical concern, we introduce GUARDEV:
Guided Unified Adaptive Response for Defending Electric Vehicles, a
novel Machine Learning (ML)-enhanced conflict resolution-based ensem-
ble Intrusion Detection System (IDS) architecture. GUARDEYV leverages
the power of adaptive ML techniques to provide a unified and guided
response in safeguarding EVs against sophisticated cyber-attacks. Our
framework evaluates the effectiveness of three prominent ML models -
XGBoost, Random Forest, and Extra Trees - in detecting specific cat-
egories of cyber threats. By harnessing the prediction confidence scores
from these models, GUARDEV offers a nuanced and intelligent app-
roach to recognizing and thwarting diverse cyber-attacks. Our research,
grounded in rigorous experimentation using public IoV security datasets,
demonstrates GUARDEV’s exceptional accuracy of 99.47% in intru-
sion detection. This remarkable achievement not only underscores the
potential of ML in enhancing vehicular cybersecurity but also estab-
lishes GUARDEV as a powerful tool for creating safer, more secure EVs.
GUARDEYV paves the way for robust protection of internet-connected
electric vehicles in today’s digital age by providing a guided, unified, and
adaptive response to cyber threats.

Keywords: Intrusion Detection System - Electric Vehicle - Internet of
Vehicle - Conflict Resolution - Ensemble Learning

1 Introduction

The fusion of the Internet of Things (IoT) with Electric Vehicles (EVs) has led
to the emergence of the Internet of Vehicles (IoV) [22], revolutionizing the trans-
portation sector and paving the way for a smarter, more integrated future on
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wheels [5]. At the core of this transformation lies the Controller Area Network
(CAN) bus within EVs, serving as a vital communication hub linking Electronic
Control Units (ECUs) to coordinate various vehicular functions. Additionally,
the burgeoning Vehicle-To-Everything (V2X) technology expands this commu-
nication network beyond the vehicle, connecting EVs with a diverse array of IoT
devices, from roadside infrastructure to smart gadgets [22].

1.1 Motivation

In the rapidly evolving landscape of automotive technology, the convergence of
IoT with EVs heralds a new era of connectivity, promising numerous advance-
ments in functionality and convenience. However, this wave of innovation brings
with it a critical challenge: the need for robust cybersecurity measures. The inte-
gration of IoT into EVs amplifies connectivity but also exposes vulnerabilities
within the Internal Vehicular Network (IVN), particularly due to the inherent
simplicity of CAN packets lacking encryption or authentication. The potential
threats are diverse and significant, ranging from DDoS and Brute Force attacks
to Spoofing, DoS, Recon, Web-based intrusions, and the notorious Mirai botnet.
As EVs increasingly interface with external networks, the scope of vulnerability
expands, necessitating an intelligent, adaptive, and unified approach to fortify
cyber defenses and mitigate risks.
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Fig. 1. State of The Art Intrusion Detection System for Electric Vehicle

To address these challenges, we introduce GUARDEV: Guided Unified
Adaptive Response for Defending Electric Vehicles. As illustrated in Fig. 1,
GUARDEYV represents a significant advancement in automotive cybersecurity,
offering a comprehensive framework for protecting EVs against cyber threats.
This innovative system embodies a proactive approach, leveraging machine learn-
ing techniques to provide real-time monitoring, adaptive threat detection, and
guided response capabilities. GUARDEV’s unified architecture integrates var-
ious components of vehicle security, ensuring a cohesive defense strategy. Its
adaptive nature allows it to evolve with emerging threats, continuously learn-
ing and improving its detection and response mechanisms. The guided aspect
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of GUARDEV ensures that responses to detected threats are optimized and
contextually appropriate, minimizing false positives and enhancing overall sys-
tem efficiency. By implementing GUARDEV, we aim to create a robust, intelli-
gent defense system that not only protects against known cyber threats but also
adapts to new, unforeseen challenges in the ever-evolving landscape of EV cyber-
security. This approach is crucial in ensuring the resilience and safety of IoT-
integrated EVs, paving the way for a secure and connected automotive future.

1.2 Problem Statement

In the context of rapidly evolving cyber threats to Electric Vehicles (EVs), recent
advancements in Machine Learning (ML) have sparked considerable interest in
enhancing cybersecurity measures, particularly through Intrusion Detection Sys-
tems (IDSs). While ML techniques offer promising avenues for bolstering auto-
motive cybersecurity by analyzing network traffic data, their effectiveness varies
significantly across different types of cyber-attacks. This variability poses a crit-
ical challenge to ensuring the reliability and robustness of IDSs in real-world
automotive environments. Moreover, issues such as data scarcity, model inter-
pretability, and vulnerability to adversarial attacks complicate the deployment
of ML-driven IDSs in automotive systems. Addressing these complexities is cru-
cial for enhancing the resilience and effectiveness of cybersecurity measures in
connected EVs, ultimately ensuring the safety and security of future automotive
ecosystems. To tackle these challenges, we introduce GUARDEV: Guided Uni-
fied Adaptive Response for Defending Electric Vehicles. This novel framework
harnesses the power of advanced ML algorithms, including Extreme Gradient
Boosting (XGBoost) [17], Random Forest Classifier 9], and Extra Trees Classi-
fier [18]. GUARDEV aims to achieve optimal performance with reduced execu-
tion time across various cyber-attack types by providing a guided, unified, and
adaptive response to threats.

1.3 Contributions

This study contributes significantly to the field of EV cybersecurity in three key
ways:

1. Development of GUARDEV Architecture: We introduce GUARDEV,
a guided unified adaptive response framework for defending electric vehi-
cles. This architecture employs a unique combination of balanced weight class
and confidence decision techniques, specifically designed for efficient intrusion
detection in EVs. By integrating multiple ML models into a unified frame-
work, GUARDEV enhances the robustness and reliability of intrusion detec-
tion systems in automotive environments while providing guided and adaptive
responses to threats.

2. Rigorous Testing on Cutting-Edge IoT Datasets: GUARDEV under-
goes rigorous testing on the CICIoT2023 [16] Dataset, which represents a wide
spectrum of both internal and external network scenarios. By evaluating the
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performance of our framework on this dataset, we ensure its applicability and
effectiveness across real-world cyber-attack scenarios encountered in automo-
tive systems, demonstrating the adaptive nature of GUARDEV.

3. Benchmarking Against State-of-the-Art Methodologies: We bench-
mark GUARDEV’s performance against other state-of-the-art methodologies,
showcasing its superiority in EV cybersecurity. Through comparative analysis
and comprehensive evaluation, we demonstrate the effectiveness and efficacy
of our guided and unified approach in mitigating cyber threats and enhancing
the security posture of electric vehicles.

2 Brief Literature Review

This section explores the current landscape of cybersecurity for Electric Vehicles
(EVs) and the Internet of Vehicles (IoV), reviewing recent advancements and
identifying gaps in Intrusion Detection Systems (IDSs). While various innovative
approaches using machine learning and deep learning techniques have emerged,
the challenge of developing a guided, unified, and adaptive response system for
IoV-enabled EVs remains.

2.1 Deep Learning Approaches in IDS

Song et al. [20] and Agrawal et al. [1] focused on deep learning-based IDSs, with
Song et al. developing a convolutional neural network model for car-hacking
detection and Agrawal et al. proposing a novel system for various attack types.
While effective, these approaches lack the unified and adaptive response mecha-
nism that GUARDEV aims to provide. Awajan [7] presented a Deep Learning-
based IDS for IoT devices, achieving high precision, recall, and F1-scores, but
did not specifically address the guided response needs of IoV scenarios.

2.2 Ensemble and Hybrid Models

Elmasry et al. [13] and Chen et al. [11] introduced ensemble models for network
intrusion detection, using combinations of various neural network architectures.
While innovative, these studies did not focus on providing a unified, adaptive
response for EV protection. Aldhyani et al. [3] and Chaganti et al. [8] explored
deep learning models for securing various IoT contexts, offering insights that
could be adapted for a more comprehensive EV defense system.

2.3 Decision Tree-Based and Other Novel Solutions

Yang et al. [23]| developed a Decision Tree-based IDS for autonomous and net-
worked vehicles, targeting both internal and external vehicle network intrusions.
This approach, while valuable, lacks the guided and adaptive elements that
GUARDEYV proposes. Alamleh et al. [2] proposed a framework for standardizing
ML-based IDSs in complex network settings, emphasizing the need for efficient
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evaluation - a principle that aligns with GUARDEV’s unified approach. Verma
et al. [21] investigated specific attack vectors, underscoring the importance of a
comprehensive defense strategy like GUARDEV.

3 GUARDEV: Proposed Framework

Our research introduces GUARDEV (Guided Unified Adaptive Response for
Defending Electric Vehicles), a novel Intrusion Detection System (IDS) frame-
work designed to secure Electric Vehicles (EVs) against various network threats.
GUARDEYV employs an ensemble stacking approach based on conflict resolu-
tion, integrating machine learning capabilities on the Internet of Vehicles (IoV)
server. This framework leverages three advanced ML algorithms: Extreme Gra-
dient Boosting (XGBoost) [17|, Random Forest Classifier [9], and Extra Trees
Classifier [18]. These algorithms work in concert to analyze IoV-based EV traffic
data, creating a balanced, accurate, and adaptive intrusion detection model. The
system architecture of GUARDEYV is depicted in Fig. 2.
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Fig. 2. GUARDEV System Architecture

GUARDEV’s architecture is designed to provide a guided response to
detected threats, unifying various security measures into a cohesive defence strat-
egy. The adaptive nature of the system allows it to evolve with emerging threats,
continuously improving its detection and response capabilities.

3.1 Dataset Description

To train and evaluate GUARDEV, we utilized the CICIoT2023 [16] dataset.
This comprehensive dataset is crucial for developing machine learning models
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capable of effectively detecting and responding to cyberattacks in IoV environ-
ments. The CICIoT2023 [16] dataset was meticulously curated by its authors,
who collected data from 33 distinct cyberattacks conducted on a network com-
prising 105 IoT devices. These attacks span seven categories, encompassing
threats highly relevant to EV security: DDoS, DoS, Recon, Web-based, Brute
Force, Spoofing, and Mirai. The dataset is publicly available, facilitating its use
in training GUARDEV’s machine learning algorithms to detect, classify, and
guide responses to cyberattacks. By leveraging this rich dataset, GUARDEV
can develop a nuanced understanding of various attack patterns, enabling it to
provide guided, unified, and adaptive responses to protect EVs in real-world
scenarios. The diversity of attack types represented in the dataset ensures that
GUARDEYV can offer comprehensive protection against a wide range of cyber
threats in the IoV ecosystem.

3.2 Foundation ML Models for GUARDEV

GUARDEYV incorporates three robust ML algorithms, each contributing to its
guided, unified, and adaptive response capabilities:

— Extreme Gradient Boosting (XGBoost): XGBoost [17] forms a critical
component of GUARDEV’s adaptive response mechanism. It minimizes a
regularized objective function:

Obj(©) = > Ly i) + Y k2 fi); (1)

(t)

where g, is the prediction at the ¢-th iteration, and fj represents the k-th
tree [10].
Loss function: XGBoost typically uses logistic loss for binary classification:

L(yi, 9i) = yilog(9:) + (1 — yi:) log(1 — ;) (2)

— Random Forest (RF): RF |9] contributes to GUARDEV’s unified approach
by creating an ensemble of decision trees:

1 K
RF(z) = - > h(z,6), (3)
k=1

where K is the number of trees and @ are the random parameters for the
k-th tree [9].
Loss function: RF typically uses Gini impurity for classification:

G = Zpi(l — i) (4)

where ¢ is the number of classes and p; is the probability of an item being
classified to class 1.
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— Extra Trees (ET): ET enhances GUARDEV’s guided response by intro-
ducing controlled randomness:

K
ET(z) = % S h(w, O, Opest), (5)

k=1

where 0yt = argmaxg Q(D,, 0) [18].
Loss function: ET also typically uses Gini impurity, similar to Random
Forest.

These algorithms were chosen for their complementary strengths in analytics,
automated feature selection, low computational cost, and support for paralleliza-
tion and GPU execution. Their integration in GUARDEYV creates a versatile and
efficient stacked-based ensemble model capable of providing a guided, unified,
and adaptive response to cyber threats in Electric Vehicles. XGBoost’s adaptive
nature allows GUARDEYV to continuously refine its response strategies. Random
Forest contributes to the unified approach by aggregating multiple decision trees,
providing robust predictions across various attack scenarios. Extra Trees intro-
duce an element of controlled randomness, enhancing GUARDEV’s ability to
guide responses in novel threat situations. The combination of these algorithms
enables GUARDEV to:

— Guide responses based on the strengths of each algorithm.
— Unify diverse prediction strategies for comprehensive threat detection.
— Adapt to evolving cyber threats in the Internet-connected EV ecosystem

The proposed model algorithm for GUARDEYV is outlined in Algorithm 1, which
details how these base models are integrated to create a cohesive, adaptive
defense system for Electric Vehicles.

3.3 GUARDEV: A Stacked Ensemble Model for Guided, Unified,
and Adaptive EV Cyber Defense

GUARDEV employs a sophisticated stacked ensemble comprising XGBoost [17],
Random Forest [9], and Extra Trees [18| to enhance accuracy in identifying and
responding to network attacks. Our approach integrates these diverse machine
learning algorithms, leveraging each model’s strengths to capture intricate pat-
terns in network data and provide a guided, unified, and adaptive response.
GUARDEV’s stacking methodology aggregates predictions from multiple base
models via a meta-learner, enabling adaptability to dynamic threat landscapes.
The ensemble model demonstrates superior resilience, accuracy, and adaptabil-
ity, making GUARDEV well-suited for real-world deployment in safeguarding
critical EV infrastructure. This is supported by a detailed algorithmic overview,
elucidating steps from data preprocessing to final decision-making and response
generation.
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GUARDEYV Algorithm Overview: The core of GUARDEYV is encapsulated
in Algorithm 1, which outlines the comprehensive steps for providing a guided,
unified, and adaptive response to cyber threats in electric vehicles, underpinned
by intricate mathematical operations.

Mathematical Formulations of GUARDEV: GUARDEV’s algorithm is
underpinned by rigorous mathematical formulations that enable its guided, uni-
fied, and adaptive response to cyber threats in electric vehicles. Here, we present
these formulations along with their relevance to GUARDEV’s key features.
Data Transformation and Normalization: The preprocessing phase employs the
SMOTE algorithm for class balancing, creating synthetic samples (Dpalanced)
through interpolation:

Dbalanced(x) =x+ A («'L‘nn — IE), A~ Uniform(O, 1), (6)

where z,), is a nearest neighbor of (x). This is followed by PCA for dimensionality
reduction:

Dieduced = W - Dgta, W = argmax Var(W7T - Dgq). (7)

These transformations ensure that GUARDEV’s base models work with bal-
anced, normalized data, enhancing the system’s adaptive capabilities.
Ensemble Learning and Model Fvaluation: The ensemble learning process
involves training each base learner on the transformed dataset. The accuracy
(Ay,) for each model is calculated using k-fold cross-validation. The ensemble’s
decision-making employs a weighted voting mechanism:

Pensemble,ac = argmax Z Wm * H[Pm,x — C], (8)
meM

where w,, is the weight assigned to model m, and I[] is an indicator function.
This unified approach ensures all models contribute to the defence strategy.
Guided Model Selection and Confidence Scoring: For each threat type (t),
GUARDEYV selects the most appropriate model:

M, = arg max Apn(t) 9)

The confidence score for each prediction is calculated as:

_ explfa)o)
>_iexp(fm(x):)

where f,,(x). is the model’s output for class () This guided selection and confi-
dence scoring enable targeted responses to specific threat types.

Adaptive Conflict Resolution and Decision Making: When model predictions dif-
fer, GUARDEYV employs an adaptive conflict resolution algorithm. The final pre-
diction and response are determined based on Bayesian updating of confidence
scores:

Crz (10)

Prinal 2, Ry = GuideAdaptiveResponse(P,, 5, Cp, om € M, M;) (11)
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Algorithm 1 GUARDEV: Guided Unified Adaptive Response for Defending
Electric Vehicles
Require: Dataset D with EV network traffic data, Set of ML models M =
XGBoost, Random Forest, Extra Trees
Ensure: Guided, unified, and adaptive intrusion detection and response for each data
sample
Data Preprocessing and Adaptation:
Apply SMOTE: Dyatanced < SMOTE(D)
Standardize features: Dgq < StandardScaler(Dyalanced)
Apply PCA: Dreduced < PCA(Dgta)
Training Unified Base Learners:
for each model m € M do
Train m on Dreduced
Perform k-fold cross-validation
9: Ann — ComputeAccuracy(m, Dreduced )

10: Guided Model Selection for Each Threat Type:
11: for each threat type ¢t in D do

12: M; — arg maxmen Am(t)

13: if tie in M; then

14: Choose model with minimum response time

15: Adaptive Prediction Phase:

16: for each sample z in Diest do

17: for each model m € M do

18: P, » < Predict(m, x)

19: Cm,« «— Confidence(m, )

20: Unified Consensus and Guided Conflict Resolution:
21: for each sample x in Diest do

22: if all P, . are equal then

23: Accept prediction Py, »
24: else
25: P, R; +— GuideAdaptiveResponse( Py, C. oy Mt)

26: Final Guided Decision Making:

27 Dresponses — Ua?eDtest (PI, Rz)

28: Adaptive Complexity Analysis:

29: O(DFC), with D as dataset volume, F' as number of features, and C' as complexity
of adaptive models

30: Continuous Learning and Adaptation:

31: Update model weights based on performance: Wi —
UpdateWeights(M, Dresponses)

where

Prhinal » = argmax H P(c|Pm.zyCimz), (12)
meM

and P(c|Pp, z,Cm. ) is the posterior probability of class ¢ given the model’s
prediction and confidence score. The response R, is generated based on this
final prediction and the specific threat type.
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Table 1. Performance Comparison of GUARDEV with State-of-the-Art Models Across
Key Metrics

Model Accuracy AUC Recall Prec. F1 Model Train-
(%) (%) (%) (%) (%) ing
Time (s)
LSTM [6] 90.50 88.12 86.99 91.00 88.00 916.65
Random Forest Classifier [19] 81.25 79.47 78.35 80.56 79.77 198.8800
XGBoost [10] 76.80 74.89 75.59 77.59 76.60 230.5565
Extra Trees [18] 68.30 67.48 69.75 70.86 69.87 216.3456
Decision Tree Classifier [15] 60.45 59.62 58.17 60.66 60.64 170.4275
K Neighbors Classifier [19] 52.70 54.88 53.26 52.65 52.77 94.8725
Deep Convolutional Neural Network [20] 92.50 90.93 91.84 91.84 92.91 894.79
Quadratic Discriminant Analysis [12] 88.85 73.14 44.54 79.45 83.83 6.6650
SVM [4] 50.35 48.45 47.20 52.34 49.11 355.9950
GUARDEV 99.47 98.65 97.77 99.10 98.86 185.4773

Continuous Learning and Adaptation GUARDEV’s adaptive mechanism is rein-
forced through continuous learning;:

W, < UpdateWeights(M, Dyesponses ) (13)

where the model weights are updated based on their performance on recent
threats, ensuring GUARDEV evolves with the threat landscape.

Complexity Analysis: The overall complexity of GUARDEV is O(DFC'), where
D is the dataset volume, F' is the number of features, and C' encapsulates the
complexity of the underlying models. This analysis ensures GUARDEV’s scala-
bility in real-world EV scenarios.

These mathematical formulations provide a rigorous foundation for
GUARDEV’s behaviour and performance characteristics. By integrating ensem-
ble learning with sophisticated mathematical techniques, GUARDEV offers a
guided, unified, and adaptive solution for intrusion detection in IoV-based EV
networks.

4 Results and Discussion: GUARDEV’s Performance in
Defending Electric Vehicles

This section presents a comprehensive analysis of the experimental results
obtained from the evaluation of GUARDEV (Guided Unified Adaptive Response
for Defending Electric Vehicles). The performance of our model is compared
against several state-of-the-art models using the CICIoT2023 [16] dataset, under-
pinning its superiority in accurately detecting and responding to a wide array
of network attacks targeting electric vehicles. Table 2 shows the Area Under the
Curve (AUC) per Attack Category for GUARDEV, showcasing its robust per-
formance across various attack categories relevant to EV security. Impressively,
the overall AUC is recorded at 0.99, as depicted in Table 1. In the subsequent
section, we provide a detailed discussion of the findings presented in Table 2 and
Table 1, elucidating the efficacy and significance of GUARDEYV in providing a
guided, unified, and adaptive response to cyber threats in the EV ecosystem.
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4.1 GUARDEV’s Accuracy and Adaptive Robustness in EV
Defense

As demonstrated in Table 1 and Table 2, GUARDEV exhibits exceptional accu-
racy and adaptive robustness in detecting and responding to various network
attacks targeting electric vehicles, surpassing several other models including
Random Forest [9], Extra Trees [18], and XGBoost [17]. In the detection and
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Fig. 3. Number of Attack Prediction Errors by the Proposed IDS Framework

response to 33 overall attack types relevant to EV security, GUARDEYV achieved
a remarkable accuracy of 99.47%. This showcases a significant improvement over:

— Random Forest [9]: 81.25% accuracy
— Extra Trees[18]: 68.30% accuracy
— XGBoost [17]: 76.80% accuracy

4.2 GUARDEV’s Attack Prediction Error Analysis for Electric
Vehicle Security

The performance of GUARDEV (Guided Unified Adaptive Response for Defend-
ing Electric Vehicles) was analyzed by examining the number of attack prediction
errors across different attack classes relevant to EV security, as depicted by col-
ors with corresponding numbers in Fig. 3. The graph illustrates the distribution
of prediction errors made by GUARDEV. The x-axis represents the actual class
of the attack, while the y-axis indicates the number of times GUARDEYV incor-
rectly predicted the class of the attack. It is observed that GUARDEYV made the
highest number of errors on attacks belonging to classes 10, 11, and 12. This sug-
gests that these particular attack classes may pose greater challenges in terms of
detection in the EV ecosystem, possibly due to their complexity or GUARDEV’s
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Table 2. Category-Wise Area Under the Curve (AUC) Evaluation for GUARDEV
Across Different Attack Vectors

Attack Category Attack Sub-Category AUC (Probability)

DDoS ACK Fragmentation 0.99
DDoS UDP Flood 1.00
DDoS SlowLoris 0.99
DDoS ICMP Flood 0.98
DDoS RSTFIN Flood 1.00
DDoS PSHACK Flood 0.99
DDoS HTTP Flood 1.00
DDoS UDP Fragmentation 1.00
DDoS TCP Flood 1.00
DDoS SYN Flood 1.00
DDoS SynonymousIP Flood 0.98
Brute Force Dictionary Brute Force 1.00
Spoofing Arp Spoofing 0.99
Spoofing DNS Spoofing 0.99
DoS TCP Flood 0.99
DoS HTTP Flood 1.00
DoS SYN Flood 1.00
DoS UDP Flood 0.99
Recon Ping Sweep 0.98
Recon OS Scan 0.98
Recon Vulnerability Scan 0.99
Recon Port Scan 1.00
Recon Host Discovery 1.00
Web-based SQL Injection 1.00
Web-based Command Injection 1.00
Web-based Backdoor Malware 1.00
‘Web-based Uploading Attack 0.99
‘Web-based XSS 0.98
‘Web-based Browser Hijacking 0.99
Mirai GREIP Flood 0.89
Mirai Greeth Flood 1.00
Mirai UDPPIlain 0.87

limited training on such EV-specific attacks. Despite these errors, GUARDEV
demonstrates overall effectiveness in detecting and responding to various attacks
targeting electric vehicles. Understanding the nature of these errors is crucial for
enhancing GUARDEV’s adaptive capabilities and mitigating potential vulnera-
bilities in EV security.

4.3 Cumulative Gain Curve Analysis for GUARDEV’s EV
Protection Efficiency

The Cumulative Gain (CG) curve [14], depicted in Figure 4, stems from the
evaluation of GUARDEYV on a dataset of attack samples targeting electric vehi-
cles. Each sample is categorized into specific attack classes denoted as C); for
1 =1,2,..., N, representing various cyber threats to EVs. Throughout the evalu-
ation, attacks are sequentially analyzed, and the number of true positives (TPs)
and false positives (FPs) for each class are recorded at every step, reflecting
GUARDEV’s guided and adaptive response capabilities.

Mathematically, at a particular step n, T'P;(n) represents the number of
correctly classified attacks belonging to class C;. The cumulative gain at this
step, denoted as CG(n), is computed as:
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Fig. 4. Cumulative Gain Analysis of GUARDEV for Enhanced EV Cyber Defense

CG(n) = T

1
— 14
N < (14)

=1
where T; is the total number of attacks in class C;, and N is the total number
of attack classes relevant to EV security. The curve’s concavity offers insights into

GUARDEV’s detection and response efficiency in the context of EV protection:

— Concave-up Curve: Indicates that GUARDEV prioritizes high-confidence
attack detection, achieving significant initial gains in CG. This suggests that
GUARDEV’s guided response mechanism is particularly effective in quickly
identifying and responding to the most prevalent or easily detectable EV-
related cyber threats.

— Plateaus: Suggest saturation points where additional analysis yields dimin-
ishing returns, implying encounters with more challenging EV-specific attacks
later in the analysis. These plateaus help identify areas where GUARDEV’s
adaptive mechanisms may need further refinement to address complex or
evolving threats to electric vehicles.

The analysis of the CG curve furnishes valuable insights into GUARDEV’s detec-
tion and response efficiency, aiding in the comprehensive assessment of its per-
formance across various attack classes targeting EVs. This analysis is crucial
for:

— Fine-tuning GUARDEV’s guided response mechanisms for different types of
EV-related cyber threats.

— Enhancing the unified approach to address a wider range of attack patterns
specific to electric vehicles.

— Improving GUARDEV’s adaptive capabilities to evolve with new and emerg-
ing threats in the EV ecosystem.
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By leveraging these insights, GUARDEV can continually improve its ability to
provide a comprehensive, efficient, and adaptive defence strategy for electric
vehicles against the ever-evolving landscape of cyber threats.

5 Conclusion

Our study presents GUARDEYV, a pioneering Guided Unified Adaptive Response
framework for Defending Electric Vehicles within the Internet of Vehicles (IoV)
ecosystem. By leveraging an ensemble-based machine learning (ML) approach
that synergizes XGBoost, Random Forest, and Extra Trees, GUARDEV effec-
tively mitigates diverse cyber threats prevalent in IoV environments. With an
outstanding accuracy of 99.47% on the CICIoT2023 dataset, GUARDEV sur-
passes existing ML-based Intrusion Detection Systems (IDS) in both accuracy
and F'l-scores, showcasing its robustness and efficacy in safeguarding oV net-
works against a spectrum of cyber threats. The comprehensive evaluation and
analysis presented in this paper highlight the superiority of GUARDEV over
state-of-the-art models. Notably, our framework demonstrates exceptional accu-
racy and robustness in detecting various network attacks, outperforming indi-
vidual models such as Random Forest, Extra Trees, and XGBoost. The guided
and adaptive nature of GUARDEV allows it to continuously refine its defence
strategies, ensuring optimal protection against evolving threats. Furthermore,
the detailed examination of attack prediction errors and the analysis of the
Cumulative Gain curve provide valuable insights into GUARDEV’s performance
and areas for improvement. These insights inform the framework’s adaptive capa-
bilities, enabling it to enhance its defense mechanisms over time.

In conclusion, GUARDEYV represents a significant advancement in EV cyber-
security within the IoV paradigm by addressing the pressing need for enhanced
cybersecurity measures in IoV networks through a guided, unified, and adaptive
solution. However, several hard research challenges remain, including the con-
tinuous adaptation of the framework to emerging, sophisticated cyber threats,
integration of real-time data processing capabilities while maintaining high accu-
racy and low latency, and ensuring scalability to accommodate the growing
number of connected vehicles and the increasing complexity of IoV networks.
Future research should focus on developing more robust methods for real-time
threat detection and response, exploring the integration of quantum comput-
ing techniques for enhanced cryptographic security, and investigating the ethical
implications of autonomous decision-making in cybersecurity. Addressing these
challenges will pave the way for even safer and more secure EV operations in
the evolving landscape of connected vehicles and smart transportation systems,
providing a robust and flexible defense mechanism capable of adapting to new
and emerging cyber threats.
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