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Abstract The Internet of things emerges in the world’s smart evolution through 
Artificial Intelligence (AI) and Blockchain Technology in Cyber-Physical Systems, 
which increases the exponential rate of smart manufacturing devices. As more indus-
trial devices are getting connected day by day. Obtaining that massive amount of data 
transfer easy efficiency and data centralization is much more difficult to process by 
any human. Blockchain technology has proposed AI-based Cyber-Physical Systems 
(CPS) for the industry, conferring a secure and efficient financial transaction interop-
erability, communication security, and processing of a large amount of data. However, 
there is a wide deployment of industrial compatibility through the Internet of Things 
(IoT), but this technology will benefit the industrial devices to maintain, predict and 
awareness on their own. On the one hand, Blockchain Technology advances the 
device’s authentication security enhancement; on the other hand, AI will provide 
adaptive learning toward cyber attacks during low batteries. Blockchain will also 
provide load balancing of Edge devices. We explained Blockchain implementation to 
fabricate a particular AI-based hybrid medical device and Smart manufacturing based 
on the proposed design. AI authentication will leverage the features of the security 
systems, and Blockchain Technology will validate the data privacy and Secure data 
transfer. With Smart monitoring and supervision sub-systems, the CPS can decrease 
expert technicians’ needs and diminish manufacturing limits during implantation. 
Therefore, CPS integration could also lower the cost of fabrication. This chapter 
discussed the integration of Blockchain Technology and AI in a cyber-physical
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system. The integration of CPS in Smart Manufacturing and Medical Devices is 
well explained. The challenges for CPS are also described in this chapter. 

Keywords Internet of Things (IoT) · Cyber-Physical System (CPS) · Artificial 
Intelligence (AI) · Blockchain Technology 

1 Introduction 

A Cyber-physical system (CPS) describes as a directed method that relies on some 
tight synthesis of cyber objects (e.g., connection, computation, and direction) and 
material gadgets (original and human-made fabrications managed by the rules of 
physics). Cyber-Physical System is comprehended to obtain the IoT’s grown-up 
generation, developing the IoT interpretation and vision. These are combined into a 
closed loop, allowing purpose structures and explaining every element of network 
composite methods robustly linked between users and the Internet and controlled 
and operated by processor algorithms. Software and hardware systems are inter-
connected and regularly perform specific time and location-based computations. 
IoT (by actuators and sensors) authorizes communication between the physical 
and virtual worlds [1]. The CPS forms a significant quantity of tools, considering 
one modern model. Its notion includes several interconnected machines relying on 
actuators, sensors, portable devices, and RFID tags. 

The Internet of Things (IoT) proposes creating Smart projects nearby us to trans-
form our idea of living now and executing everyday jobs. Every day, Smart trans-
port, smartphones, and smart watches connect to the Internet, so valuable data can 
transfer over any interface anywhere and anytime [2]. Traditional wireless tech-
nology must satisfy CPS’s latency, speed, and performance specifications, including 
expanding CPS devices. Hence, including the fifth-generation (5G) network enhances 
availability toward the [3] IoT utilization’ increase. Its essential performance stan-
dards involve ultra-low latency, security, connectivity, and wireless communication 
coverage due to many CPS devices’ massive contacts. Several technologies are 
applied to achieve these challenges, such as Blockchain, to satisfy the requirement 
for abundant wireless service providers for simulating new economic and social 
development [4]. However, the security risks are becoming ever more moderate 
[4]. Everything implies that the CPS-IoT has trouble estimating interaction-related 
vulnerabilities and threats, and further security concerns appear. Digital technolo-
gies have usually been verified to improve productivity and more inexpensive costs 
in production systems. Their appearance is becoming vital in on-demand businesses 
such as manufacturing and medical devices. Such actions should begin containing 
Smart systems, including dynamic and integrated digital technologies [5], such as 
incorporating Blockchain into (CPS) Cyber-Physical Systems, as introduced in this 
chapter. 

CPS builts up cooperating computational elements that communicate among those 
enclosing the physical world and one, added as an element of the manufacturing
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industry change [6]. In other words, CPS gets networks with physical and cyber 
systems composed, measured, managed, and combined by a communicating and 
computing core [6, 7] the physical context, and humans. Nevertheless, the phys-
ical environment does not connect explicitly among different elements (i.e., cyber), 
inter-communications among the physical and cyber domains, are created possible 
with actuators’ and sensors’ guidance [8, 9]. Unlike traditional methods, people 
have now been acknowledged as an independent and essential component within 
cyber-physical systems. Numerous physical processes usually demand human inter-
ference; such methods regard humans as more identified as human-in-the-loop CPSs 
[10]. Therefore, there is a requirement to develop those methods to provide standard 
equipment processes like smart manufacturing devices and medical devices. 

A few unresolved concerns, such as security and dependability, which are crucial 
for cyber-physical systems, have been debated by the design and development 
of several sectors, including healthcare and smart manufacturing cyber-physical 
systems. Our proposed approach consists of encryption techniques and Blockchain 
technology for secure cloud storage-based cyber-physical systems. And for the 
medical equipment developed by smart manufacturing systems are highly devel-
oped CPS with a sub-system that exhibits self-control and awareness properties and 
may be configured to self-optimize the different real-time manufacturing processes. 
Malware identification is a critical responsibility for the efficient and smooth opera-
tion of cyber-physical systems, and Blockchain integration into those systems helps. 
Medicines, medical devices, patients, and diseases are just a few healthcare-related 
topics that might benefit from AI applications. Together, academics, researchers, and 
healthcare professionals are sifting through vast datasets of patient data to uncover 
hidden patterns and important information. These sizable datasets are also used to 
train AI models that categorize patients, aid in the early diagnosis of diseases, and 
support medical professionals. 

2 Cyber Physical System Background 

A cyber-physical system (CPS) is a network system in which a device gets observed 
or controlled via computational algorithms. Dynamic and software elements are 
intensely tangled, work on various temporal and spatial scales, and manifest different 
and well-defined interactions among each other in directions that improve, including 
the context in cyber-physical systems [11]. CPS requires trans-disciplinary strate-
gies, joining the mechatronics theory, cybernetics, form, and method science [13]. 
Method control is usually assigned to embedded methods. The importance directly 
impacts the computational components and is more limited to a unique link within 
the embedded systems’ computational and physical aspects. Although CPS performs 
more eminent coordination and combination within computational and physical 
components, sharing the related basic design makes CPS comparable to the Internet of 
Things [14]. Autonomous vehicle systems, smart grids, automated control systems, 
pharmaceutical monitoring, robotics systems, and mechanical pilot services are all
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Fig. 1 5 Layer scheme of Cyber-physical systems 

included in CPS samples [15]. Ancestors of cyber-physical methods may get located 
in sectors as varied as manufacturing, automotive, aerospace, chemical processes, 
energy, civil infrastructure, healthcare, entertainment, transportation, and consumer 
appliances [15]. 

The Fig. 1 of the design of the Cyber-Physical System consists of 5 layers of 
it. Those layers have some attributes. The first layer is the smart communication 
layer consisting of the sensor network, tether-free communication, and plug-and-
play characteristics. The second layer, the information conversion layer, consists 
of multi-dimension data correlating Smart analytics for machines’ components. The 
third layer is the cyber layer clusters for similar data mining, and this layer is the time 
machine variation identification and memory. The fourth layer, the perception layer, 
integrates synthesis, simulation, and remote visualization to make decisions and 
collaborate diagnostics. The last layer is the formation layer. It has self-optimization, 
self-adjustment, and self-configuration for disturbance, variation, and flexibility. 

2.1 What is Cyber-Physical System 

The CPS are systems of Interacting and Computational objects that are in intense 
link-ing with the encompassing physical environment and its ongoing methods, 
presenting and applying, by equal time, Data processing and Data-accessing services
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obtainable proceeding the Internet [16–18]. In other concepts, CPS may describe 
dynamic systems in which services are regulated, controlled, monitored, and inte-
grated through a communicating and computing core [19]. Communication between 
the cyber and the physical factors is essential to the crossing, but not the cyber and 
the physical association. It needs to be more adequate to distinctly recognize the 
computational parts and the physical elements. We need to understand those inter-
communications [21]. CPS is incredibly effective at enhancing all facets of devel-
opment. Among the ideas created in the past and are now in use are robotic surgery, 
autonomous cars, intelligent buildings, intelligent power grids, smart manufacturing, 
and implanted medical devices [18]. Most maximum researchers tend to the roots of 
Cyber-Physical Systems to im-planted systems [22], described as a computational 
method inside any automated or electrical operation intended for performing assigned 
particular purposes by real-time computing limitations. 

Robust synthesis and coordination within computation- and environment-based 
methods represent those implanted operations. In CPS, according to this interpreta-
tion, several implanted machines get the interface to monitor, sense, and actuate 
natural components in this physical world. The analysis lead on cyber-physical 
systems (CPS) explores new experimental frameworks and technologies to enable 
speedy and secure expansion and the integration of machine, data-centric physical 
systems. The lead aims to the user in a different span of material methods that remain 
incredibly reliable, efficiently manufactured, and proficient in excellent data, commu-
nication, computation, and control execution. Regional manipulation and a sense of 
the dynamic world takes place, and careful, secure, accurate, and authentic adaptation 
is mounted over a virtual interface. This ability is attributed to Regionally Physical, 
Globally Virtual [23]. The PCAST (President’s Council of Advisors on Science and 
Technology) emphasizes the absolute magnitude of CPS for manufacturing compet-
itiveness. It is working on a specific estimation of the NITRD (Federal Networking 
and Information Technology Research and Development). PCAST terminated that 
the Federal NITRD details need to be confirmed and rebalanced so that the field 
of cyber-physical systems gets operated as a prime preference problem for federal 
analysis expenditures [24]. CPS gets into its most eminent priorities and frequently 
inducts investigation plans by the NSF (National Science Foundation) [25]. The 
prime applications of CPS, are listed below as follows and the declaration published 
by the Information Technology Research and Development (NITRD) CPS and federal 
Networking [25]. 

o Industry and Smart Manufacturing 
o Healthcare, 
o Defense, 
o Society 
o Agriculture, 
o Energy, 
o Power Response, 
o Building Controls, and 
o Transportation.
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Crosscutting difficulties also signified which are required to succeed in all 
divisions in the corresponding purpose statement: 

o Social-technical perspectives of CPS. 
o Interoperation 
o Cyber-security, 
o Reliability and Protection, 
o Privacy, 
o Economics. 

The (acatech) National Academy of Science and Engineering has performed a 
foremost part in developing CPS in Germany [16, 17]. CPS capability levels are inter-
preted following framework basics, formulating clarity, building opinion, promoting 
choice-making, and self-optimization. CPS, created inside these first layers, while the 
architectural and organizational conditions perform the four higher layers factor the 
achievements’ development concerning data and experience processing, assistance, 
and collaboration. 

2.2 Background of Internet of Things Versus Cyber-Physical 
System 

The terms IoT (Internet of Things) and CPS (Cyber-Physical System) uses recipro-
cally during the vast, decrepit domain of overlapping. It gets noted that Educational 
Organizations favor the CPS, whereas Administration Companies and Industries 
favor the IoT most. Nevertheless, many researchers also apply IoT in Big Data 
Analytics. The Internet of Things is the interaction network correlating things with 
Sensing, Naming, and Processing techniques. IoT allows loosely linked Decen-
tralizing operations of interacting Smart Objects, functioning as Smart operators 
which can interchange data with the users through broadcast media like Wireless 
Sensor Networks. Interconnections between such Smart Objects (e.g., machines, 
sensors, actuators, in-stalled processors, and RFID tags) are under every case relied 
on Standard Interface Protocols (e.g., RFID, Bluetooth, ZigBee, and 6LoWPAN) 
[26]. 

On a different note, the Cyber-Physical System is relevant to real-time oper-
ations, including classified real-time essential methods that unify communication 
and computing skills for monitoring and controlling items in a dynamic environ-
ment. CPS also illustrates monitoring systems by real-time abilities and categorizes 
systems with minor human interaction. The Cyber-Physical System is the subsequent 
generation of Secured Smart Data-Communications technology, collaborative and 
interdependent. It implements the physical elements methods in different appliances 
such as manufacturing, healthcare, energy, and transportation with communication 
and computation. Furthermore, CPS is obtaining real-time information accumulation 
and decision-making with feedback in various domains, including robotic biopsy, 
nano-level production, military battle, air-trac controller, and fire-fighting.
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3 Blockchain Integration in Cyber-Physical System 

Blockchain is a distributed ledger simulated and intercommunicated among Peer-
to-Peer (P2P) members. Recently, the Blockchain concept has attracted much atten-
tion in distributed technologies, such as IoT, because it increases system fault toler-
ance, enhances security and privacy, provides faster reconciliation and settlement, 
constructs a scalable network, and removes intermediaries to help save costs and 
time. 

For example, The transactions of various medical equipment, vaccinations, and 
patient data may all be stored in such immutable frameworks. Therefore, this tech-
nology can have many blockchains for healthcare. The Blockchain of pharmaceuti-
cals, coronavirus patients, and hospital immunizations. By keeping the transactions 
secure and trackable, the IBM [27] blockchain assists in the transparent distribution 
of the coronavirus vaccination. With a QR code on the pharmaceutical, QuillTrace 
[28], a blockchain-based technology, helps monitor medications along the supply 
chain and spot phony medications. 

Numerous sectors have adopted Blockchain Technology, including Machine-to-
Machine (M2M) communication, decentralized data sharing in healthcare applica-
tions, electrical grid systems, food supply chain traceability, financial services for 
the banking sector, and decentralized logistics operations. However, more research 
must be conducted on applying Blockchain Technology to manufacturing systems. 
A distributed ledger needs certain critical features to be used successfully in IoT-CPS 
applications, including the type of network access (permitted or unpermitted), the 
capacity to execute orders (such as Smart Contracts) automatically, energy consump-
tion, and the type of network (public or private). According to a survey, Ethereum, 
Hyperledger Fabric, and IOTA are the three distributed ledgers best suited for 
IoT-CPS applications. The following are some crucial features that the structural 
architecture of blockchain technology can naturally produce: 

1. Decentralized and Distributed System: There is no individual decision-making 
and transfer control from any centralized system, and the system is distributed 
in various organizations and locations. 

2. Transparency: Each system has a manuscript of the ledger in the network. 3. 
Immutability: Hash functions cannot be changed or modified. 

3. Authentication: Every party has real-time, accurate, consistent, and complete 
data in the transaction. 

4. No Intermediates: Self-executable algorithms (e.g., Smart Contract).
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4 Architecture 

4.1 Physical Layer 

The Physical Layer consists of devices and various devices such as RFID sensors. 
Those are in charge of capturing real-time data (e.g., temperature, vibration) during 
the formation process. It also maintains the subsequent data processing and model 
improvement with the sensed information. The primary manufacturing system 
devices can detect these devices’ operating conditions and status, informant by 
configuration and identify the manufacturing method, and sustain stable compo-
sition. For instance, when the device temperature is unusual, the connected tempera-
ture sensors transmit a warning message to get the related device support and design 
arrangement to avoid enormous damage to the organization, explained in Fig. 2. 

Fig. 2 Cyber-Physical system architecture
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4.2 Cyber Layer 

This layer is in charge of converting data into meaningful data and overseeing 
cyber-cyber and cyber-physical relationships to implement fault tolerance, integrity, 
and solidity. Cyber security, Cloud Computing, Big Data, privacy, network connec-
tivity, and transparency are practical issues at this layer [30]. To enhance system 
stability, computing speed, and network scalability, as well as efficiently manage 
idle resources, it is common practice to use various strategies, including Grid and 
Cloud Computing. By utilizing these strategies, the other computers on the network 
can share the computing and storage constraints. By enabling distributed data access 
via a (P2P) peer-to-peer network, providing dispersed data security, and providing 
dispersed data storage. For the development of distributed computing, a Blockchain 
system might be essential. 

AI tool integration is essential to turn unstructured data into knowledge and give 
individual Nodes access to intelligence in this layer. For today’s manufacturing 
systems, a network with AI capabilities is necessary [31] and Distributed, and Decen-
tralized A [32] will function better than centralized cloud computing platforms [33]. 
Distributed learning, retraining, and knowledge coordination are made possible for 
AI systems by Blockchain Technology. As Distributed and Decentralized AI modules 
are trained on more reliable and global data, their robustness and reliability increase; 
their credibility increases due to immediate feedback from operations, and imple-
mentation costs are significantly decreased due to peer-to-peer resource sharing and 
automatic machine learning. 

4.3 System Layer 

The System Layer introduces an application service assisted through model improve-
ment and data processing. Manufacturing process identification is the foremost 
concern in this research. It can be executed by analyzing the output predictive of the 
Blockchain paradigm generated and the identical data saved in the database. Further-
more, any execution developments are observed in the improved manufacturing 
system identification appearance that can evaluate through three KPIs (Key Perfor-
mance Indicators), including examining efficiency, training samples, and training 
time. Consequently, the Smart manufacturing method’s proactive controlling method 
is extra accurate for assisting enterprise systems’ execution because more certain data 
is proposed. Simultaneously, the enterprise database’s workload is decreased during 
the compressed computation produced by more limited training time and several 
training samples.
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5 Implementation 

Industries 4.0 reaches a unique structure and maintains entire value-adding methods. 
The fundamental aspiration is to satisfy particular consumer demands at mass produc-
tion expenses. It improves every area of system supervision, analysis, improvement, 
production, transportation to the value, and manufactured goods recycling—the 
framework for new possibilities in the digital generation, including Cyber-Physical 
Systems’ guidance. Hence complete associated devices are similar mechanics, goods, 
resources, and schemes combined as self-organized, Smart, real-time, and inde-
pendently optimized examples. The aimed CPS notion also applies to obtaining 
the fabrication of medical devices to explain their practicability and efficiency. 
CPS can utilize production preparation for easy assembling and being a reliable 
supervision mechanism to experience the supervisors. Implementing the proposed 
CPS with Blockchain develops a Smart manufacturing system more efficient and 
secure transaction network in the industry. The technology can recognize from the 
implementation in CPS. Therefore, the versatility of the CPS is prominently bound 
to the controlled circumstances. When the algorithms’ reconfiguration to provide 
modifications in the controlled circumstances is available. 

5.1 CPS-Based Smart Manufacturing 

Technology’s rapid development has driven Smart Manufacturing towards the CPS 
(Cyber-Physical Systems), representing a profoundly interactive method between 
the physical and the cyber computation layers. As mentioned earlier, the five-layer 
architecture of CPS presents manufacturers with a guideline to implement CPS [34]. 
Implemented CPS technology to improve a proactive element approach to solving 
the lengthy expected time and the useless power consumption during the logistics 
affected by the restriction of buyers for all machines [35]. Introduced a self-adaptive 
control CPS mechanism, developing job performance and improving the synchro-
nization among logistics and generation [36]. Introduced a [37] Cloud-based CPS 
converging on succeeding adaptive schedule and standard condition-based support in 
the plant, which preferred production stimulating to servitization and digitalization 
[38]. 

A CPS-enabled power architecture for intense energy manufacturers to decrease 
power waste, fast manufacturing during power supervision, and more reliable compo-
sition. Newly, Digital Twin has illustrated extensive deliberation, acknowledged as a 
necessary technology to obtain CPS, and eventually comprise Smart Manufacturing. 
The Digital Twin [39] also improved the automated internet recommendation struc-
ture that has been performed, which explained the interconnection between industrial 
Internet and the Digital Twin and explained the complete process mechanism and 
implementation. A Tri-model approach has been introduced to promote digital twin
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Fig. 3 CPS-based smart manufacturing design 

development in the outcome layer, supporting synchronizing the physical goods and 
virtual design [39]. 

Smart manufacturing incorporates Distributed Computation and storage and is 
integrated by CPS in Fig. 3. When moving data from the connection level to the 
conversion layer and then to the cyber layer, the 5C-CPS architecture prioritizes 
security, privacy, and capacity. Incorporating”Master Nodes” as a middleman in the 
first layer of the CPS-based manufacturing structure has been suggested to address 
this weakness. It will allow their capacities to be shared with other Nodes in the 
same local network. Major security concerns in cyber-physical interactions [40] 
include cyber-attacks on sensor communication networks and physical interfaces. 
The proposed CPS-based manufacturing structure may resolve these issues. 

6 Security Discussion of CPS 

Control Security and Data Security comprise the two main categories of CPS Secu-
rity. Control Security entails resolving all control issues within the context of the 
network and protecting the Control System from multiple attacks on estimating 
the system and Control algorithms [41]. Data Security comprises ensuring erudi-
tion due to the information collection, method, and high-scale distribution in the 
pervasive loosely-coupled network context. For instance, Data Security converges



338 A. Biswas et al.

on information assurance by applying an encryption method, whereas Control Secu-
rity converges on shielding the Control System dynamic from any Cyber-Attacks 
[42]. 

As CPS merges the Cyber and the Physical methods, the system integrates many 
requirements with the Blockchain method [43] to consider when composing a safety 
device concerning that system. The primary purpose of CPS is to control the phys-
ical process’s behavior and actuate moves to modify its behavior. Every CPS element 
(e.g., Fig. 4. Manufacturing, biometrics, aerography, IoT, Medical, Smart technolo-
gies) can classify and centralize. Cyber-Physical System’s fundamental features 
are coupling the environment and heterogeneity in techniques. This chapter also 
focuses on the Blockchain integrated security requirements of CPS systems, secu-
rity goals and threats, and significant attacks on CPS. In comparison, few surveys 
regarding foremost safety concerns carry out in this field. Moreover, the context 
is constantly developing, and coupled machines can join in various areas [41, 42], 
which improves the needed security complexity. Challenges in outlining a safety 
device are interception, exposure, and moderation. 

Detecting and preventing the attack is incredibly challenging due to the commu-
nication layer connecting physical and cyber systems, including the Cloud. Only 
some attackers prepare depending upon straight vulnerabilities and further attempts 
to drive Cross-Layer attacks. The system needs more detection techniques in all CPS 
layers. The significant difficulty is creating a safety mechanism that decreases the

Fig. 4 Connectivity of cyber layer with different technological domains 
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breach’s effects on the system for exceeding the detection and prevention protection 
aspects. 

6.1 Security Requirements 

The CPS’s security challenges can classify into two categories: The electing chal-
lenge of the implemented safety purposes to perform the required protection and the 
erecting challenge of independent technologies connecting to perform the needed 
purposes. Because of its comprehensive Internet Connectivity, CPS security design 
incorporates, for instance, specific security concerns of CPSs and also the approaches 
in the Internet, Power Networks, WSN, manufacturing, and Medical Devices in Fig. 5. 
CPSs do not have computational method skills [43] or steady performance to obtain 
large-security conditions. Therefore, adopting any safety mechanism relying on a 
switching context is challenging. 

6.1.1 Device Access Protection 

The first requirement is to protect the device access. If the Authentication does inad-
equately establish, then the Unauthorized things obtain access and can manipulate 
the operation. Therefore, neither believing any Underlying Paired Cryptograms nor 
executing on the Guaranteed Application Layers.

Fig. 5 Security framework of CPS 



340 A. Biswas et al.

6.1.2 Data Interface Protection 

A data interface is necessary for preventing Unauthorized Access and spotting fraud 
and vindictive acts in CPS transmission systems. Attackers, for instance, try to 
stop the energy consumption system’s dynamic characteristics and timing activi-
ties so they may examine the data supplied and received. Few attackers purpose-
fully disrupt the routing topology or launch DoS assaults to interrupt channels. A 
few closing instruments need more comprehensive computer systems, significant 
data processing, conversational capabilities, and enough storage potential. These 
instruments are also used in an unguarded manner during insertion. The fact that 
the design process is indefinitely constrained by hardware availability, processing 
conditions (speed), and energy consumption is another element that immediately 
points to unprotected skills. 

6.1.3 Application Protection 

Connecting multiple apps and security issues is the Application Layer. Attackers 
might utilize specific information provided by users to their advantage in this situ-
ation, leading to private data leaking and retirement tragedy. The occurrences and 
places that the users visited may be included in this data. Position simulation, undif-
ferentiated time, or period encryption are all used in data assurance processes for data 
stability at this layer. This layer’s application areas are social and must be protected 
as a result. 

6.1.4 Data Storage Protection 

In CPS devices, protected private data must be protected. Most CPS objects, including 
sensors, have resource-limited connections and are tiny and wirelessly linked. 
Even though a number of software-based solutions use encryption algorithms to 
encrypt information in such systems, more is needed because of these instruments’ 
storage constraints and constrained processing capacity. Therefore, compact stability 
instruments are required. 

6.1.5 Actuation Protection 

According to actuation privacy, any actuation operations must be delegated from 
authorized experts. It ensures that the feedback provided and the switching commands 
are precise and protected against adversaries. 

Internet safety concerns are also necessary since CPS associations use the Internet 
as a transit layer. As usual, security testing should be done for the entire system as 
a single end-to-end security design before testing each layer’s operational security 
device. Additionally, massive memory requirements and heavyweight estimations
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are requirements for any desired security solution. The majority of security-offered 
solutions make an effort to explore distinct security issues at each tier. Even though 
these initiatives could aid in securing the system’s desirable component, potential 
customers may nevertheless pass via other system components. The security archi-
tecture of CPS is used to maintain security throughout each layer, including infor-
mation collecting, synchronization, and processing, from the base to the top layer to 
overcome this issue. 

7 Cyber-Physical System Challenges 

Introducing the emerging technology according to the CPS framework, some specific 
challenges have been discussed below: 

7.1 Diversity 

Diversity originates from many implementations of the Cyber-Physical System and 
the various problems involved. Such diverse perspectives include variable input 
size, interaction methods, power consumption, versatility, flexibility, storage space, 
endurance, and computational complexity. 

7.2 Security 

Privacy and security appeared in performance in a variety of utilization. There are 
many reports of cyber-attacks in almost every area that incorporates a cyber element. 
Data confidentiality and information security privacy need to be appropriately 
managed to secure a complete IoT ecosystem. 

7.3 Trusts 

It is primary to the cyber-physical system implementation. IoT security and privacy’s 
fundamental interest is data flow to the web that switches and is applied through 
different service providers.
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7.4 Range 

While creating a planned weak CPS architecture, the main idea is to support the 
implied extension in the application’s number and produced data amount. CPS terms 
are contemplated in Smart Agriculture, Smart Manufacturing, Smart Logistics, Smart 
Grid, Smart Transport, Smart Environmental Protection, Healthcare, Smart Defense, 
Smart Home, and others, signifying high-range issues. After keeping this difficulty 
of manageability in mind, new architectural approaches need to design. 

7.5 Latency 

After the machine’s input port registers the information, a delay occurs, but before, 
the output port transfers the current data. Simultaneously, the transmission latency 
and time transpire later in the first end’s output port. But before the subsequent input 
port element holds the data, the port transmits the information. 

8 Maintenance Support of CPS 

For this instance, the required defense technique emerged on an alliance of different 
datasets and searching real-time, historical, and planning data. To increase the contes-
tation and globalization of the market, the quality of the product and distribution 
authenticity have become essential factors in the success of manufacturing indus-
tries. The growing features of sustainable creation demand the effectiveness and effi-
ciency of the resources and the production, process, and product system life-cycle. 
The continued pressure to minimize the price and parallelly increases the customer 
amusement consequent in an elaborate maintenance process. So, the necessity to 
decrease the cost and machine parks have built production methods growing vincible 
to dander as the equipment’s breakdown can result in a production loss. 

On behalf of constant machine loads-based large-scale production, applied the 
operable maintenance strategies while in customer orders moved unproductive 
production methods, usual access of prohibitive maintenance usually fails because 
they need to report to individual load spectrum. The mentioned case concerns 
protecting the machine tools to manufacture cars’ engines and gearboxes. Opel 
GmbH has been in Austria and Vienna, providing car engines, including gearboxes, 
for almost 30 years for automobiles and industrial transportation. Opel’s gearbox 
production methods were taken out with operating 68 tools in two squads where 
three axes tools for drilling, milling, and thread cutting are identical in production. 
Two tools are identified: The devices running in a hazardous way and the tools 
running on side paths. Machine defeats with the complex way of pointing over the 
whole bearing industry’s disruption, whereas the breakdown of devices running on
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side paths can be recompensed using substitutive tools. The subsistence approach 
is recently distributed toward machines’ policies with the complex way and tools 
constructing side-paths. 

Establishing defensive maintenance proposals is stocked tools in a demanding 
way, such as the oscillation reports every six months or device monitoring for looking 
out device corrosion. The additional component control departs the”elements in 
stock” with the demanding way from the”elements established on-demand” subse-
quent device crash on side paths. The recently executed sustenance administration 
consists of various tools and techniques with multiple operation fields, manually 
updated sustaining files, and applies non-uniform conversation concerning preserva-
tion and non-holistic methods for receiving, processing, assessing maintaining data. 
An innovative sustaining way is generated to predict and determine machine break-
down consequences, applying 6 of the 68 machines as a reference. First, different data 
compared to position monitoring, the nature of the product, and sustenance records 
are obtained from various preservation tools. By describing the making equipment on 
a segment level, a reason for connecting this data is generated. Anticipatory mainte-
nance parameters are identified based on this data from sensor feedback, analytically 
known corrosion outcomes based on traditional primary data, and a methodical design 
for preserving essential elements of the making tools. 

Similarly, real-time load spectrum data originating from the administration 
method are obtained. In the subsequent move, the sustenance-related parameters also 
the currently transpiring load events are harmonized to obtain outcomes concerning 
load-induced damage and condition variations. Data prospecting techniques facili-
tate semi-automatic and rule-based data association and concentration. Ultimately, 
a stability design proposes anticipatory conditions and sustaining propositions by 
a combined assortment of practices. The outcome of the invention is a sustaining 
administration center for composition policies. The preservation administration 
center is based on an anticipatory preservation policy, encouraging the most immea-
surable possible product feature, optimized plant availability, and decreased preser-
vation prices. At the corresponding period, it allows immediate acknowledgments 
to breakdown moments. Therefore, it is probable to think of rule-based anticipative 
preservation propositions mixed in a stability model, implementing a multivariate 
optimization of subsistence and rehabilitation propositions. 

9 Future Direction 

Future works comprise improved CPS testing on human subjects, with both the 
subjective and objective appraisement methods and differentiating metrics like 
training time, production time, error rate, and product quality within different conven-
tional CPSs. Also, its future work comprises plans to develop the system used in the 
CPS to include more critical uncertainty. It can be done by training the network 
with various data and higher quantities. Another possible resolution is to condiment 
through Transfer Learning. The security challenges and the requirements also can be
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solved by integrating the R- Blockchain method. Improving understandability with 
explainable AI would be crucial in applying Blockchain to CPS to overcome the 
abovementioned issues. The fundamental issue with existing Blockchain systems is 
that they need to be more transparent to users, which reduces human trust in the 
system. Explainable AI will aid in increasing the transparency of ML models and 
human trust in Blockchain technologies. It may be used to uncover machine learning 
applications’ weaknesses and weak points to exploit them to improve the system’s 
adaptation to new cyber-physical data or threats. 

10 Conclusion 

Here in this chapter, the collateral improvements in Information and Communication 
Technologies (ICT) and Computer Science (CS) are driven. Besides, in Manufac-
turing Science and Technology (MST), they are indicated, highlighting their recip-
rocal impact. The idea behind CPS-based Blockchain was initiated in short. Here 
also highlighted a few challenges of CPS. Here explained that, with the outcome of 
the activities of CPS in past decades, the MST had surfaced way for soft entry within 
the CPS era. In the end, the CPS has been effectively constructed. It constitutes a sub-
system, a Blockchain-based developed human–machine interface, and the device’s 
perspective technology, and the system is more favorable to advanced settings. CPS 
was employed in the absolute fabrication method of an intelligent manufacturing 
device, a hybrid medical device, and its effectiveness. With its emerged limitation 
of the sub-system, a developed CPS gives guidance and quality review and more 
adaptability and flexibility. Besides, the system’s performance, which is -based, 
can be developed with the amount of input layer and training data variety. Overall, 
the system with Blockchain in CPSs furthers the potential of its optimization. This 
paper’s novelty is the Blockchain in combination with another sub-system like IoT in 
AI-based CPS. It increases CPS’s ability to guide and control humans in their manual 
work, pointing to its appropriateness in manual assembly processes. We discussed 
how CPS was used to create specific Smart manufacturing based on the suggested 
design. A was used to extract low-dimensional properties in the pre-trained design. It 
uses a fine-tuning way to focus on a specific manner of perception work. With Smart 
monitoring and supervision sub-systems, CPS can reduce the demand for specialist 
personnel and reduce manufacturing restrictions during implantation. As a result, 
CPS integration might significantly reduce fabrication costs.
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